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External Physician Agreement for Participation in eDOCSNL 
through a NLHS Electronic Medical Record 

 
 
BETWEEN:   PROVINCIAL HEALTH AUTHORITY, OPERATING AS NEWFOUNDLAND AND 

LABRADOR HEALTH SERVICES, established under the Provincial Health 
Authority Act, SNL 2022 Chapter P-30.1 

  (“NLHS”) 
 
AND:   (Name) 

(the “Participating Physician”) 

Herein referred to as “the Parties” 

WHEREAS: 
 
Her Majesty in Right of Newfoundland and Labrador as represented by the Minister of the 
Department of Health and Community Services (HCS), and the Newfoundland and Labrador 
Medical Association (NLMA) and the Newfoundland and Labrador Centre for Health Information 
(NLCHI) signed a Memorandum of Understanding (MOU) on the 30th day of October 2015 to 
jointly govern, implement and operate a sustainable Electronic Medical Record Program (“EMR 
Program”) herein referred to as eDOCSNL; (Appendix A) 
 
AND WHEREAS: 
 
On April 1, 2023, pursuant to the Provincial Health Authority Act, SNL 2022 c. P–30.1 (the “Act”) 
the 4 regional health authorities, as defined in the Act, (the “RHAs’) and NLCHI were succeeded 
by NLHS. Pursuant to section 7 of the Act: all property and assets of the RHAs and NLCHI is 
vested in NLHS; NLHS assumes all obligations and liabilities of the RHAs and NLCHI; and an 
agreement or contract made with one of the RHAs or NLCHI prior to the coming into force of the 
Act is binding on NLHS;  
  
AND WHEREAS: 
 
The purpose of eDOCSNL is to improve collaboration and information sharing between 
Physicians and other healthcare providers, improve the overall quality of care, enhance the overall 
capability for patient safety within healthcare, provide a means for Physicians to improve clinical 
efficiencies, and provide health information to inform future health planning and policy 
development; 
 
AND WHEREAS: 
 
The EMR Management Committee is responsible for the governance of eDOCSNL and NLHS is 
responsible for administrative support for eDOCSNL, the integration between the Electronic 
Medical Record (EMR) and the provincial Electronic Health Record (HEALTHe NL), and vendor 
management; 
 
AND WHEREAS: 
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NLHS, for and on behalf of eDOCSNL will provide the Participating Physician with EMR, the EMR 
Services provided by EMR Vendor consisting of a comprehensive suite of medical practice 
management applications to support enhanced patient care; 
 
AND WHEREAS: 
 
NLHS is a participant in eDOCSNL and is interested in the participation of External Physicians in 
the NLHS EMR Instance. Participation in the NLHS instance of EMR does not create an 
employment or agent relationship between the External Physician and NLHS; 
 
 
AND WHEREAS: 
 
NLHS has a mandate to assist individuals, communities, health service providers and policy 
makers at federal, provincial and regional levels in making informed decisions to enhance the 
health and well-being of persons in the province by providing accurate and current information to 
users of the health and community services system and integrating data from all components of 
the health and community services system, among other duties;  
 
AND WHEREAS: 
 
This Agreement sets out the terms and conditions to enable each party to meet its obligations as 
a Custodian under the Personal Health Information Act, SNL 2008, c P-7.01 (“PHIA”), as 
amended;   
 
AND WHEREAS: 
 
Additional details of the terms and conditions for sharing of EMR Data are agreed upon in the 
Information Management Framework, attached as Appendix B;   
 
AND WHEREAS: 
 
Pursuant to a Professional Services Agreement (“Professional Services Agreement”) between 
NLCHI and the EMR Vendor, as amended from time to time, NLCHI retained the services of the 
EMR Vendor for the processing, retrieval, storage or disposal of EMR Data, and to provide 
information management and information technology services for Participating Physicians and 
their Authorized Users, as defined therein;  
 
AND WHEREAS: 
 
The Participating Physician and NLHS agree to use NLHS’ EMR pursuant to the terms and 
conditions as set out herein.  
 
NOW THEREFORE, the Parties agree as follows: 
 
1.0 Definitions 
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1.1 Terms defined in PHIA have the same meanings in this Agreement, unless they conflict 
with a term defined in this Agreement or the context requires otherwise. In all cases, the 
terms set out in PHIA or other applicable legislation shall prevail.  

 
1.2 The additional definitions that apply to this Agreement are:  
 

a) “Agent” has the meaning defined in PHIA; 
 
b) “Agreement” means this External Physician Agreement for Participation in 

eDOCSNL through an NLHS Electronic Medical Record, including all schedules 
and appendices, as it may be modified, amended, supplemented or restated by 
written agreement between the Parties; 

 
c) “Analytic Data Holdings” – means Personal Health Information collected by  

NLHS to be used in making informed decisions to enhance the health and well-
being of persons in the province of Newfoundland and Labrador 

 
d) “Authorized User” means an approved user including the Participating Physician 

and NLHS, and their agents or contractors, who under this Agreement or the 
NLHS/RHA eDOCSNL Participation Agreement has been granted a subscription 
to use EMR by eDOCSNL and NLHS.   

 
e) “Circle of Care” has the meaning defined in PHIA; 
 
f) “Custodian” has the meaning defined in PHIA;  
 
g) “eDOCSNL” means the Newfoundland and Labrador provincial Electronic Medical 

Record Program, as administered by NLHS; 
 
h) “Electronic Health Record” mean the information systems that store and share 

such information as lab results, medication profiles, key clinical reports (e.g., 
hospital discharge summaries), diagnostic images (e.g., X-rays), and 
immunization history. The information is available electronically to authorized 
health care providers;  

 
i) “Electronic Medical Record” or “EMR” means the secure, electronic patient 

record system that provides a collection of patient information, including, but not 
limited to, medical history, conditions, medications, immunizations and allergies. It 
is sometimes extended to include other functions, such as order entry for 
medications and tests;  

 
j) “EMR Executive Committee” means the committee established in the MOU to 

adjudicate matters referred to it by the eDOCSNL Management Committee and 
monitor the effectiveness of the eDOCSNL program; 

 
k) “EMR Data” means Personal Health Information and Metadata entered, created or 

stored in an EMR;  
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l) “EMR Management Committee” means the Committee established under the 
MOU which is responsible for the development and management of eDOCSNL;  

 
m)  “EMR Services” means those services provided by the EMR vendor pursuant  to 

the Professional Service Agreement, including a subscription to the EMR solution;  
 
n) “EMR Solution Releases” means updates to the EMR solution provided by the 

EMR Vendor; 
 

o) “Go-Live” means the event upon which the use of the EMR by the Participating 
Physician commences in a clinical setting; 

 
p) “HCS” means the Department of Health and Community Services; 
 
q) “HEALTHe NL”  as in g) above, means Newfoundland and Labrador’s electronic 

health record system; 
 
r) “Intellectual Property Rights” means all copyrights, trade secrets, inventions, 

patents, designs, methods, processes, procedures, written materials, trade-marks, 
trade names, service marks, domain names, ideas and concepts and any other 
intellectual property created or owned by the Participating Physician, NLHS, and 
EMR Vendor and its licensors, including all applications, registrations, licenses, 
sub-licenses, agreements or any other evidence of a right in any of the foregoing; 

 
s) “Information Management Framework” means the policy of the EMR 

Management Committee that describes the uses and disclosures of EMR Data, 
the request and approval processes, and establishes the principles to be followed 
when using EMR Data for patient care and secondary uses; 

 
t) “Information Manager” has the meaning defined in PHIA;  
 
u) “Material Breach” has the meaning as defined in the Personal Health Information 

Regulations under PHIA (O.C. 2011-095);  
 

v) “Metadata” means data that provides information about other data, including data 
descriptions and access rights to systems and documents. Metadata reveals the 
who, what, where, when, how and a variety of activities associated with data;  

 
w) “NLHS” means the Provincial Health Authority, operating as Newfoundland and 

Labrador Health Services, established under the Act, and who is a signatory to this 
Agreement;  

 
x) “NLMA” means the Newfoundland and Labrador Medical Association, a 

corporation continued under the Medical Act, SNL 2011, c M-4.02;  
 
y) “Participating Physician” means a physician who is licensed or registered under 

the Medical Act, 2011 to practice medicine and who is a signatory to this 
Agreement;  
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z) “Personal Health Information" means Personal Health Information as defined in 

PHIA;  
 
aa) “Personal Health Information Act” (“PHIA”) means the health-sector specific 

privacy law, proclaimed into force on April 1st, 2011, and as may be amended from 
time to time, that establishes rules that Custodians and information managers of 
Personal Health Information must follow when collecting, using and disclosing 
Personal Health Information; 
 

bb) “Primary Accountability” means i) in respect of the collection, use, disclosure, 
transfer, or destruction of EMR Data, the Party that collected, used, disclosed, 
transferred or destroyed the EMR Data; ii) in respect of a Material Breach involving 
a health professional or an employee’s non- compliance with Applicable Law or 
applicable privacy and security policies, the Party that employs such employee; iii) 
in respect of a Material Breach involving a system-wide or IT-related weakness or 
vulnerability, NLHS; iv) in respect of an accuracy, access to Personal Health 
Information or request for correction matter, the Party that originally collected or 
produced the Personal Health Information, and; v) in respect of occurrences which 
are not described above, a contextual analysis will be conducted to determine the 
Party with Primary Accountability based on custody or control of the Personal 
Health Information. Disagreements on Primary Accountability shall be referred to 
the EMR Management Committee; 

 
cc) “Professional Services Agreement” means the contract between EMR Vendor 

and NLCHI, signed November 2, 2015, and appended to this Agreement as 
Appendix “C”; 

 
dd) “NLHS EMR Committee” means an NLHS committee to propose, adopt and 

evaluate NLHS policies and procedures related to the NLHS EMR. The 
committee’s responsibilities include management of the EMR Data, compliance 
with this Agreement and for discussion on issues that are of specific concern to 
the Participating Physicians; 

 
ee) “NLHS Instance” means a single unit or occurrence of the EMR software licensed 

by one or more zones of NLHS, even if that instance is geographically separated; 
 

ff) “Secondary Use” has the meaning defined in the MOU;  
 
gg) “Sharing” means the disclosure and collection of personal health information. 
 
hh) “EMR Vendor” means the solution provider contracted to provide EMR services, 

a party to the Professional Service Agreement, and information manager for the 
Participating Physician. 

 
 

ARTICLE ONE: TERMS AND CONDITIONS 
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2.0 Purpose 

2.1 This Agreement establishes the terms and conditions regarding each Parties involvement 
in eDOCSNL.   
 

2.2 Upon approval from NLHS, NLHS grants to the Participating Physician a subscription to 
EMR, as per the EMR Vendor Professional Services Agreement, for purposes including, 
but not limited to: creating, maintaining, reviewing, and analysing records, and for business 
and health care practice purposes.  

 
2.3 The Parties acknowledge that this Agreement sets out the terms and conditions for the 

collection, use and disclosure of Personal Health Information between the Parties for 
patient care and other authorized uses and disclosures as defined by PHIA, the EMR 
Management Committee’s Information Management Framework and NLHS EMR Policies.   

 
2.4 All NLHS and NLHS EMR policies, manuals or similar documentation are subject to review 

by the EMR Management Committee, except where this Agreement requires the approval 
of these documents by the Management Committee.  

 
2.4.1 Where there is a conflict between eDOCSNL, NLHS and NLHS policies that cannot 

be resolved at the Management Committee, the EMR Executive Committee shall 
make a final decision. 

 
2.5 NLHS will maintain an eDOCSNL website with up-to-date information on EMR 

Management Committee approved policies, procedures, training programs, and the EMR 
Data elements that may be exchanged between the Participating Physician and HEALTHe 
NL for primary care and between the Participating Physician and NLHS for Secondary 
Uses. The website address is EMR program website.  

 
2.6 NLHS will work with NLHS and EMR Vendor to supply the Participating Physician with 

EMR and related EMR Services, and the Participating Physician agrees to acquire the use 
of EMR and related EMR Services in accordance with and subject to the terms and 
conditions set out in this Agreement and its appendices.  

 
 

3.0 Eligibility Criteria 

3.1 The Participating Physician represents and warrants that as of the date of Go-Live, and for 
the term of this Agreement, the Participating Physician: 

 
3.1.1 is a registered and licensed medical practitioner under the Medical Act, 2011;  

 
3.1.2 agrees to manage and maintain his/her patients’ medical records in EMR; and 

 
a) to use EMR to securely house Personal Health Information necessary in the 

provision of healthcare; and 
b) to purchase the hardware, software and other related equipment required to 

meet the minimum specifications of EMR Vendor, as provided by EMR Vendor,  
to connect to EMR Services; and  



 

7 
November 13, 2020, updated November 2024 

 

c) to comply with other criteria as reasonably determined by the EMR 
Management Committee, and consistent with the purposes of the MOU. 
 

4.0 Fees and Terms of Payment 

4.1 If applicable, the Participating Physician shall pay to NLHS the annual subscription fee 
established in Appendix “F”, Newfoundland and Labrador EMR Program Subscription 
Cost. This annual fee covers the base installation of EMR. Any enhanced functionality 
purchases by the Physician with the software vendor EMR Vendor will be at the 
Physician’s own costs. 
 

4.2 NLHS will not require the Participating Physician to pay additional annual fees unless 
approved by the EMR Management Committee.                                                         
 

4.3 Any changes to the fees and terms of payment shall be as approved by the EMR 
Management Committee. 

4.4 If applicable, the Participating Physician is responsible for paying to NLHS the annual 
subscription fee up to the end of the month in which withdrawal from eDOCSNL takes 
place. 
 

4.4.1 If a Participating Physician fails to pay the annual subscription fee to NLHS, 
or have failed to make arranges to pay by May 31st, the Participating 
Physician’s access to EMR will be changed to “View Only” meaning that the 
Participating Physician will no longer be able to make additions or 
modifications to patient records, until such time as the account is paid.  

 
4.5 The Participating Physician acknowledges that it is the only authorized user of EMR in 

accordance with this Agreement.  
 
4.6 The Participating Physician shall give prompt written notice to NLHS and eDOCSNL, of: 
 

4.6.1 any change in circumstances as a result of which the Participating Physician no 
longer satisfies the Eligibility Criteria as set out in Subsection 3.1; and 

 
4.6.2 any changes in his/her usage of EMR or other factors that may affect the fees 

payable pursuant to this Agreement. 
 

5.0 Term and Termination 

5.1   This Agreement shall come into force upon Go-Live and shall remain in force until:  

5.1.1 the Participating Physician provides ninety (90) days’ written notice to NLHS that 
he/she wishes to withdraw from participating in the eDOCSNL program through 
NLHS;  

5.1.2 the Participating Physician provides thirty (30) days’ written notice to NLHS that 
he/she wishes to withdraw from participating in the eDOCSNL program in 
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accordance with Sub-section 10.9 hereof as a result of NLHS’s use or disclosure of 
EMR Data that is inconsistent with the Information Management Framework; or 

5.1.3 the Participating Physician no longer meets the Eligibility Criteria at Article 3 at 
which time NLHS may terminate this Agreement within 90 days according to the 
policies of the EMR Management Committee and NLHS policy. NLHS will arrange 
for the Physician to have access to his/her records in accordance with the EMR 
Management Committee Policy. 

 
5.2 If the Participating Physician no longer meets the Eligibility Criteria in Clause 3.1.1, NLHS 

may terminate this Agreement effective immediately upon notification from the College of 
Physicians and Surgeons of Newfoundland and Labrador.  

 
5.3 NLHS must provide ninety (90) days’ written notice to the Participating Physician that it 

intends to withdraw from the eDOCSNL program, upon such circumstances and within 
such timeframes as may be deemed necessary by NLHS in accordance with EMR 
Management Committee policy. 

 
5.4 If either Party breaches any other obligations under this Agreement and has not resolved 

such breach within thirty (30) business days of being provided with a written notice thereof, 
then either Party may terminate this Agreement immediately, upon providing written notice 
of termination to the other Party. 

 
  

6.0  Withdrawal by Participating Physician from the NLHS EMR Instance 

6.1  The Participating Physician acknowledges that upon the effective date of withdrawal from 
participation in eDOCSNL, they will no longer be entitled to access, use or disclose EMR 
Data using EMR.  

 
6.2  The Participating Physician acknowledges that they may request from NLHS a copy of the 

patient records for which the Participating Physician is recorded as the Primary Provider 
in EMR and shall be entitled to receive these records and the accompanying audit logs in 
accordance with Article 24 Data Export, and the policies of the EMR Management 
Committee.  

  
6.3 Where the Participating Physician is closing a practice, the physician is responsible for 

meeting all requirements of the College of Physicians and Surgeons of Newfoundland and 
Labrador for the closing of a practice. 

6.4 The Participating Physician acknowledges that in the event they withdraw from 
participation in eDOCSNL without written notice to the NLHS EMR Administrator, 
regardless whether such withdrawal arises because of death, abandonment, or other 
circumstances, the Participating Physician’s EMR Data shall be managed in accordance 
with PHIA.  If the Participating Physician has not appointed a Custodian or personal 
representative, then NLHS shall assume responsibility for the EMR Data and notify the 
applicable regulatory body governing the Participating Physician’s professional practice 
license or registration.    
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6.5 Where the Participating Physician may withdraw from using the NLHS EMR to use another 
EMR, Articles 7.1 and 7.2 will be followed by the Parties. The Parties will engage EMR 
Vendor to ensure the data integrity in the transfer of the EMR Data to the other EMR. 

 

7.0 Implementation of EMR 

7.1 Under the direction of the EMR Management Committee and as deemed applicable in the 
Professional Services Agreement, eDOCSNL and NLHS agree to provide, and the 
Participating Physician agrees to participate in, implementation services including an 
expression of interest meeting (if applicable), orientation site visit(s), readiness 
assessment(s), development and execution of a site implementation plan, data conversion 
review(s) (if applicable), EMR user training, privacy awareness, Go-Live review, and a post 
Go-Live advanced training day (commonly referred to as “Day 3 Training”) (or put in the 
definitions above).  

 
7.2  The Participating Physician shall avail of implementation and other EMR Services made 

available to them. 
 
7.3 The Participating Physician agrees to comply with any applicable access protocols for 

HEALTHe NL and other health information systems via EMR that are communicated by 
NLHS after they have been reviewed by the EMR Management Committee,    

 
7.4  The Participating Physician shall adopt EMR Solution Releases, provided by NLHS and 

EMR Vendor, as long as these releases are provided at no additional cost to the 
Participating Physician and are consistent with EMR Management Committee policy. 

 
7.5  Should there be a cost associated with a required upgrade to hardware or software due to 

an EMR Solution Release, eDOCSNL will provide 12 months’ notice of the expected 
expenditure, which shall be the responsibility of the Participating Physician.  The EMR 
Management Committee may approve a shorter notice period if circumstances warrant.  

 
7.6  The Participating Physician shall participate, and require agents and contractors to 

participate,  in any required user training provided by eDOCSNL or EMR Vendor and 
authorized by the EMR Management Committee in relation to such releases, to be held at 
a mutually agreeable time. 

 
7.7 eDOCSNL and NLHS will make available reasonable support to assist the Participating 

Physician with the adoption and achievement of mature use of the EMR. 
 

7.8 If NLHS requires the Participating Physician to purchase hardware that exceeds the 
requirements referenced in Clause 3.1.2 b) NLHS will be responsible for the incremental 
cost. 
 

7.9 The Participating Physician is responsible for the entry of their own patients’ information 
into EMR. NLHS will not require the Participating Physician to collect more data than the 
information the Participating Physician considers necessary, is required by CPSNL, or 
approved by the EMR Management Committee. 
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7.10 Where NLHS identifies care plans, dashboards and other tools or new features for the EMR 
that it wishes the Participating Physician to use, it will provide the necessary training and 
information to the Physician. Physicians are not under an obligation to use the new tools 
and features unless the change is approved by the EMR Management Committee.  
 

ARTICLE TWO: INFORMATION SHARING AND MANAGEMENT OF EMR DATA 

8.0  Custodians and Information Manager 

8.1  The Parties agree that they are simultaneous Custodians of the Personal Health 
Information in the NLHS EMR. The Parties agree that PHIA custodial responsibilities are 
a shared responsibility and decisions regarding the privacy and security of the Personal 
Health Information in the NLHS EMR must be made at the NLHS EMR Committee.  

 
8.2 If either Party enters into an eDOCSNL Participation Agreement with an individual or 

organization that is not a Custodian the other Parties must be engaged in the decision to 
include non-Custodians in the NLHS instance. 

  
8.3 The Participating Physician has Primary Accountability for the Personal Health Information 

collected, used and disclosed during the patient encounter with the Participating Physician, 
including all necessary related accesses, uses, and disclosure. 
 

8.4 NLHS has Primary Accountability for the Personal Health Information collected, used and 
disclosed by its employees, agents, and contractors during the patient encounter, including 
all necessary related accesses, uses, and disclosures.  
 

8.5 NLHS has Primary Accountability for EMR Data when in storage at EMR Vendor, including 
when in transit to and from the Participating Physician and EMR Vendor. 

 
8.6 NLHS will not restrict the Participating Physician’s access to Personal Health Information 

the Participating Physician has collected, and for which NLHS is the Custodian while in 
storage, unless directed by the applicable regulatory body governing the Participating 
Physician’s professional practice license or registration or in accordance with a policy of 
NLHS that has been approved by the EMR Management Committee. 
 

8.7 NLHS is the Custodian for EMR Data disclosed to NLHS by the Participating Physician 
and when that data resides with NLHS, including when in transit from EMR Vendor to 
NLHS. 

 
8.8 EMR Vendor agrees to be the Participating Physician’s information manager and has 

executed in satisfaction of PHIA s. 22 the Information Management Statement appended 
hereto as Appendix “E”. 
 

8.9 NLHS and the Participating Physicians using the NLHS EMR agree to establish a NLHS 
EMR  Committee as outlined in (ee) of the Definitions for ongoing consultation on care 
plans, flowsheets, user support, upgrades, compliance with this Agreement and the NLHS 
eDOCSNL Participation Agreement, information governance, and issues that affect service 
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levels and efficiencies of the NLHS EMR. Others may participate in the NLHS EMR 
Committee as agreed to by the Committee members.  

  
8.9.1 The Committee will be convened quarterly, or more often as necessary, at a time 

and place convenient for the members. 
 

9.0 Sharing of EMR Data for Direct Patient Care  

9.1 The Parties acknowledge that this Agreement establishes the general terms and conditions 
for the collection, use and disclosure of Personal Health Information for the purposes of 
the delivery of health care services within the Circle of Care for direct patient care.  

 
9.2 The Parties acknowledge that to support patient care and the sharing of Personal Health 

Information within the Circle of Care, Personal Health Information will flow from HEALTHe 
NL and other appropriate health information systems to the EMR, and from the EMR to 
HEALTHe NL and other appropriate health information systems in accordance with PHIA, 
the Act and as approved by the EMR Management Committee and in accordance with the 
Information Management Framework. 

  
9.3 The Parties agree that Personal Health Information from EMR and HEALTHe NL will be 

exchanged on an ongoing basis for the duration of this Agreement, until the Agreement is 
terminated in accordance with Article 6 (Termination) or Article 7 (Withdrawal). 

 
9.4 The NLHS EMR Committee will deliberate and advise NLHS on the scope of the Circle of 

Care in relation to the shared patient record in EMR, including defining access by user 
roles and/or specific authorized users. 

 
 
10.0  Sharing of EMR Data for Secondary and Other Uses 

10.1  The Parties acknowledge that this Agreement also establishes the general terms and 
conditions for the collection, use and disclosure of EMR Data for other authorized uses, 
including Secondary Uses. 

 
10.2 The EMR Management Committee has approved an Information Management Framework 

for the use and disclosure of EMR Data which specifies the data elements to be disclosed, 
the purposes, and any appropriate limitations on use of the data. The Information 
Management Framework is included in Appendix B. 

 
10.3  Access to data for Secondary Uses by NLHS, the Participating Physician or NLHS will be 

in compliance with the Information Management Framework.   
 
10.4 In its role as Custodian of EMR Data, NLHS may use and disclose EMR Data collected by 

the Participating Physician in accordance with the Information Management Framework. 

10.5 NLHS shall implement policies and procedures on the collection, use and disclosure of 
EMR Data that have been approved by the EMR Management Committee. These policies 
will be available on the EMR program website.  
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10.6 NLHS will not use EMR Data to monitor or evaluate the Participating Physician’s practice 
without the Physician’s specific consent for the proposed activity or as provided for in the 
Information Management Framework. 

 10.7 NLHS and the DHCS have agreed and reaffirm their intent and commitment to only use 
and disclose EMR Data in accordance with legislation and the processes and 
procedures noted in this document and the Information Management Framework, and 
that EMR Data will be used for Physician-identifying activities only when other data 
sources cannot provide the necessary information.    

10.8 In the event that a request for EMR Data is received from any person or organization that 
is inconsistent with the processes and procedures in the Information Management 
Framework, NLHS will advise the requestor of this inconsistency and will not disclose the 
data. If NLHS receives such a request and believes it is legally compelled to disclose the 
EMR Data, it will make best efforts to notify the affected Physicians prior to, or if prior 
notification is impossible at the time of, disclosure. Where prior or simultaneous notice is 
not possible, NLHS will notify the affected Physician within two business days. 

 
10.9 If NLHS uses or discloses EMR Data in a manner that is inconsistent with the Information 

Management Framework, the Participating Physician may provide thirty (30) days’ written 
notice of his/her intention to withdraw from eDOCSNL. Working with the NLMA, the affected 
Physicians will instruct NLHS regarding the timing and arrangements for transition of EMR 
Data to a new instance, NLHS will facilitate the transition at no cost to the affected 
Physicians. The NLMA on behalf of affected fee for service Physicians, will notify the 
Newfoundland and Labrador Office of the Information and Privacy Commissioner of this use 
or disclosure by NLHS that is inconsistent with the Information Management Framework. 

 

 

11.0 Privacy and Security Obligations 

11.1  The Parties shall protect the privacy and confidentiality of the EMR Data in compliance with 
PHIA.  

 
11.2 The Participating Physician shall develop, adapt or adopt policies and procedures 

consistent with the eDOCSNL Physician Privacy and Security Resources (Appendix D) 
available at the EMR program website and as may be updated from time to time by the 
EMR Management Committee and the policies of NLHS. Such policies shall include, but, 
not be limited to: 

 
11.2.1 Explicit requirements for all contractors and agents of the Participating 

Physician to comply with PHIA and all other applicable provincial and federal 
privacy legislation; 

 
11.2.2 Maintenance of appropriate hardware and software including robust, up-to-date 

antivirus, malware protection and firewalls, as well as a commitment to promptly 
protect any hardware or software with known security vulnerabilities. Where 
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appropriate, this includes the removal of software with known security or privacy 
vulnerabilities; 

 
11.2.3 Provisions to ensure the confidentiality of all passwords and ensure that each 

EMR account is used only by one Authorized User. 
 

11.3  NLHS will implement appropriate measures to support ongoing adherence with privacy and 
security policies by all Parties. Any such policies that involve the Participating Physician’s 
use of EMR or clinic operations will be subject to approval by the EMR Management 
Committee. 

 
11.4 The Participating Physician is permitted to convey patient consent directives and other 

instructions to mark some or all of a patient’s record confidential using the available 
processes in EMR, and NLHS and all other users will honour these directions.   

 
11.5  The Participating Physician and NLHS are responsible for the actions of their Authorized 

Users and for the content of the Personal Health Information entered in EMR. 
 

11.6  The Participating Physician shall require all Authorized Users and other agents who have 
access to EMR Data to sign a privacy and confidentiality agreement, a sample of which is 
included in the eDOCSNL Privacy Resources,  and as required by PHIA. 

 
11.7 NLHS shall require all Authorized Users and other agents who have access to EMR Data 

to sign a privacy and confidentiality agreement as required by PHIA. 
 
11.8 The Participating Physician and his/her Authorized Users are responsible for signing the 

NLHS EMR User Access Agreement if requested by NLHS and renewing it in accordance 
with NLHS policies. 

 
11.9  All parties agree to comply with, and cause all employees, contractors and agents to 

comply with PHIA and all other applicable provincial and federal privacy legislation. 
 
11.10  The Parties agree that nothing in this Agreement will be interpreted as permitting a use, 

disclosure or other treatment of EMR Data that would in any matter contravene the terms 
of PHIA.  

 

12.0  Retention and Disposition of Data  

12.1  The following provisions shall govern the retention and disposition of Personal Health 
Information:  

 
12.1.1 Both the Participating Physician and NLHS acknowledge that they are 

simultaneously responsible for the proper retention and disposition of Personal 
Health Information within their care. Such action will be in accordance with PHIA, 
the Management Information Act, any applicable legislation, regulations, guidance, 
Bylaws or similar issued by the applicable regulatory body governing the 
Participating Physician’s professional practice license or registration and the 
direction of the EMR Management Committee. 
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12.1.2 NLHS warrants, through the Professional Services Agreement, that no Personal 

Health Information acquired or managed by the EMR Vendor shall be stored or 
possessed outside of Canada. 

 
12.1.3 The Parties acknowledge that any copies of the Personal Health Information 

created and designated by EMR Vendor as a backup shall only be used for disaster 
recovery and business continuity purposes. Handling of such data shall be 
governed by the terms and conditions set out in the Professional Services 
Agreement, along with any policies established by the EMR Management 
Committee.   

13.0 Privacy and Security Breaches 

13.1  In the event of a breach within the Participating Physician’s use of EMR, where a breach 
is an unauthorized use or disclosure of Personal Health Information, the Participating 
Physician is responsible for promptly taking reasonable steps to contain the breach, 
investigate and analyze the breach, notify the appropriate people or organizations of the 
breach, and take steps to prevent a recurrence of the event. The Participating Physician 
must notify NLHS if the breach occurred in a record for which the recorded primary 
provider is NLHS. 

 
13.2 In the event of a breach within NLHS’s use of EMR, where a breach is an unauthorized 

use or disclosure of Personal Health Information, NLHS is responsible for promptly taking 
reasonable steps to contain the breach, investigate and analyze the breach, notify the 
appropriate people, including NLHS and the Participating Physician, and take steps to 
prevent a recurrence of the event. NLHS must notify the Participating Physician if the 
breach occurred in a record for which the recorded primary provider is the Participating 
Physician. 

 
13.3 If the Participating Physician reasonably believes that there has been a Material Breach 

involving the unauthorized collection, use, or disclosure of EMR Data in EMR, as defined 
in PHIA and its Regulations, the Party with Primary Accountability must notify the Office 
of the Information and Privacy Commissioner.  The Participating Physician must promptly 
notify NLHS by email at: securityalerts@nlchi.nl.ca and privacy@nlhealthservices.ca. 

 
13.4 The Participating Physician is encouraged to seek advice from NLHS for any breach, 

regardless if the breach occurred in EMR.  
 

13.5 NLHS must notify the Participating Physician of a Material Breach of the Participating 
Physician’s EMR Data in HEALTHe NL or from Analytic Data Holdings and shall provide 
the Participating Physician with complete details of the breach. 
 

13.6 The Participating Physician shall work with NLHS to determine who is responsible for 
notifying the patient of a breach of their Personal Health Information where the 
Participating Physician is recorded as the primary Physician and the breach occurs in 
EMR or the EMR Vendor’s data holdings.   
 



 

15 
November 13, 2020, updated November 2024 

 

13.7 NLHS is responsible for notifying the patient of a breach of their Personal Health 
Information when the primary provider recorded in the patient’s chart is an employee or 
agent of NLHS. 
  

13.8 NLHS is responsible for notifying the patient of a breach of their Personal Health 
Information if the breach occurred in HEALTHe NL or in the Analytic Data Holdings.  

 
 

14.0 Privacy and Security Auditing  

14.1 As per 11.2, the Participating Physician must develop, adapt or adopt a policy and 
procedure consistent with the policies of NLHS and the eDOCSNL Physician Privacy and 
Security Resources regarding privacy and security auditing.  
 

14.2 The Participating Physician shall conduct regular random privacy and security audits of 
patient records. 
 

14.3 The Participating Physician shall notify NLHS of any suspected unauthorized access by a 
NLHS employee or agent. 

 
14.4 The Participating Physician authorizes NLHS to conduct privacy and security audits 

according to NLHS policy.  NLHS policy requires that random audits be conducted on 
patient charts and by individual users. NLHS will notify the Participating Physician of any 
inappropriate access involving an agent or contractor of the Participating Physician or a 
patient where the Participating Physician is the primary provider.  These audits are for 
privacy and security purposes.  There is no audit of Physician activity outside of access to 
a record. 
 
 

15.0 NLHS Audits 

15.1 The EMR Management Committee will approve by policy the ability for NLHS to conduct 
an audit or assessment of NLHS’s EMR for issues that may compromise the EMR Data in 
EMR or HEALTHe NL. 

 
15.2 NLHS acknowledge that the NLMA may, on the request of one or more Physicians, audit 

the privacy and security practices of NLHS with respect to the EMR Program and the 
access to EMR Data by NLHS employees or agents. 

 
15.3 NLHS is responsible for auditing the privacy and security practices of EMR Vendor and the 

access to EMR by EMR Vendor and its agents, as documented in the Professional 
Services Agreement.  NLHS will report to the EMR Management Committee on all audit 
activities related to EMR Vendor. 
 

16.0 Other Requirements 

16.1 The Participating Physician acknowledges that NLHS is not responsible for any contracts, 
agreements, or any other legally binding document(s) that a Participating Physician may 
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have with a third party which provides internet or telecommunication network connection 
necessary to access EMR Services.  
 

16.2 Pursuant to Article 1.18 of the Professional Services Agreement, the Participating 
Physician acknowledges that the Professional Services Agreement authorizes EMR 
Vendor to conduct investigations and/or audits of NLHS’s operations and records, including 
those of the Participating Physician, but only to the extent that these relate to the EMR 
Services.  The Participating Physician is required to cooperate with EMR Vendor in the 
investigations and audits. EMR Vendor shall use reasonable efforts to minimize disruption 
to the Participating Physician.  
 
16.2.1 The EMR Management Committee may approve access to the Participating 

Physician’s EMR Data without the Participating Physician’s consent for the 
purposes of determining if the accuracy of the EMR Data has been compromised 
by an EMR Service. 

 
16.3 With reasonable notice the Participating Physician will cooperate with NLHS’s conduct of 

an audit of NLHS’s EMR to assess configurations and/or implementation of technical 
controls to ensure EMR is maintained at an appropriate, secure level within the parameters 
established in EMR Management Committee policy. NLHS will also notify NLHS and the 
Participating Physician when they are conducting an audit. 
 

 
17.0  Program Improvement 

17.1 The Participating Physician agrees to respond to requests from NLHS about his/her usage 
and the perceived benefits of participating in eDOCSNL at the times and in a manner 
designated by the EMR Management Committee. 
 

18.0 Accuracy and Integrity 

18.1 The Participating Physician and NLHS agree that, before using or disclosing EMR Data 
that is in their custody or under their control, they will make reasonable efforts to ensure 
the accuracy and completeness of the EMR Data and all other provisions as required by 
PHIA. 

18.1.1 Where possible the Participating Physician and NLHS will provide information 
on the limitations, if any, on the accuracy, completeness or up-to-date 
character of the information. 
 

 
19.0 Patient Notice, Access and Correction 

19.1 The Participating Physician and NLHS shall be responsible for providing information to 
patients about EMR and the sharing of Personal Health Information. 
 

19.2 NLHS shall provide the Participating Physician with material to be used to inform patients 
of their participation in the NLHS EMR. 
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19.3 Access to Personal Health Information and correction requests will be processed by the 
Party that has Primary Accountability for the Personal Health Information. 
 

19.4 Should the Party that receives the access or correction request not be the Party with 
Primary Accountability for the Personal Health Information, the first Party shall transfer the 
request to the secondary Party accordingly. Should several Parties be involved, they will 
work collaboratively together to coordinate their responses to the request.  
 

19.5 Records, or parts of records, marked as “Confidential” may only be provided to the patient 
by the Participating Physician or NLHS who marked the record, or part of it,  as being 
confidential. 

 
 

ARTICLE THREE: INFORMATION MANAGEMENT SERVICES 

20.0 NLHS’s Responsibilities for Protection and Security of EMR Data 

NLHS warrants, that in accordance with the terms and conditions of the Professional Service 
Agreement, the following shall apply: 

 
20.1 EMR Vendor, as Information Manager for the NLHS EMR, protects the EMR Data in 

storage and from the point where it enters EMR Vendor’s system.   
 
20.2 EMR Vendor, its employees, subcontractors and agents have a duty to protect the EMR 

Data at a standard that must be, at a minimum, equal to that of NLHS and the Participating 
Physician’s obligations in section 15 of PHIA. To achieve this, EMR Vendor has committed  
to: 
 
20.2.1 Limit access to the EMR Data  to only those employees, subcontractors or agents 

of EMR Vendor who require that access in order to provide the EMR Services; 
 

20.2.2 Implement appropriate hardware, software and/or procedural mechanisms 
wherever possible to create a secure audit log that records a user identifier for 
each time its employees, subcontractor and agents’ access, print, examine or 
otherwise interact with EMR Data in EMR. Where such audit capabilities cannot 
be fully implemented, reasonable alternative access control monitoring 
mechanisms will be implemented and reported to the EMR Management 
Committee. 

 
20.2.3 Not modify or alter the EMR Data  unless that is required as part of the EMR 

Services and only on the written instructions of the Participating Physician;  
 

20.2.4 Ensure that its employees, subcontractors and agents who may have access to 
EMR Data are provided with privacy training that informs them of the need to fulfill 
the privacy obligations of PHIA and other applicable legislation.  
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20.2.5 Ensure that its employees, subcontractors and agents sign a non-disclosure 
agreement with EMR Vendor; and 

 
20.2.6 Immediately notify the Participating Physician in writing if EMR Vendor or its 

employees, subcontractors or agents become aware that any of the conditions set 
out in this Agreement have been breached. 

 
 
21.0 Compliance with the Professional Services Agreements between EMR Vendor and 
NLHS  

21.1 The Participating Physician agrees, in so far as the Professional Services Agreement 
imposes limits, obligations, or restrictions on the Participating Physician, to be bound by 
the relevant provisions in the Professional Services Agreement, attached hereto as 
Appendix “C”. 
 

22.0 NLHS EMR Support Levels 

22.1 The first point of contact for assistance with EMR for the Participating Physician is the 
NLHS Service Desk to request assistance and/or information.  
 

22.2 The NLHS Service Desk will provide EMR support to Participating Physicians.  NLHS 
Service Desk staff will resolve the issue or determine the next steps when required. The 
NLHS Service Desk may require assistance from other NLHS staff members, or from EMR 
Vendor. 

 
 
 
23.0 EMR Vendor Maintenance of EMR Solution 

 
23.1 EMR Solution maintenance and service expectations of the EMR Vendor will be as detailed 

in the contract between NLHS and the EMR Vendor and included as an appendix to this 
document.  

24.0  NLHS and Participating Physician are allocated storage in the EMR Vendor’s data 
holdings. NLHS, through actions approved by the EMR Management Committee, will take 
the necessary action to ensure alignment between the system’s storage capacity and the 
RHA and Participating Physician’s storage needs. 

25.0 Data Export upon Termination of this Agreement and/or Withdrawal from the 
eDOCSNL Program 

25.1 If requested by the Participating Physician and subject to payment of a reasonable fee set 
by eDOCSNL, the EMR Vendor will release to the Participating Physician, or person 
designated in writing by the Participating Physician, the Participating Physician’s EMR 
Data. The Participating Physician will provide in writing the format and manner in which 
the Participating Physician’s EMR Data is to be transferred to the Participating Physician 
or another custodian or person as required by PHIA S. 4(3). Options for data export will 
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be determined between NLHS and the EMR Vendor and approved by the EMR 
Management Committee. The available options for data transfer for the custodian are 
available in the Contract which is attached as an appendix to this document. 
 

25.2 If the Participating Physician provides no direction to EMR Vendor or NLHS on how to 
receive a copy of the EMR Data, NLHS will work with the Participating Physician to 
address custodianship of the records.  

 
 

ARTICLE FOUR: ADDITIONAL TERMS 

26.0 Intellectual Property Rights 

26.1 The Participating Physician shall not, and shall not permit his/her agents or contractors 
who are Authorized Users to, directly or indirectly; 
 
26.1.1 Reverse engineer, decompile, disassemble or otherwise attempt to discover the 

source code or underlying ideas or algorithms of the EMR Services;  
 
26.1.2 Modify, translate or create derivative works based on the EMR Services;  
 
26.1.3 Rent, lease, distribute, sell, resell, assign or otherwise transfer rights to the EMR 

Services; or, 
 
26.1.4 Remove any proprietary notices from EMR. 

 
26.2 The Parties acknowledge and agree that: 

26.2.1 NLHS, and EMR Vendor, or its licensor, is the owner of all Intellectual Property 
Rights created by NLHS, and EMR Vendor, or its licensor, in the EMR, including 
any written materials, logos, trademarks, trade names, copyright, patents, trade 
secrets, and moral rights, registered or unregistered but not including EMR Data; 
and  

26.2.2 No proprietary interests or title in or to the intellectual property in EMR, as identified 
in Clause 26.2.1, above, is transferred to the Participating Physician by virtue of 
this Agreement.  
 

26.2.3 EMR Vendor and its partners or its licensors retain the exclusive ownership of all 
Intellectual Property Rights created in and to the EMR Services, whether or not 
developed in conjunction with NLHS, a Participating Physician, or an Authorized 
User, excepting only those methodologies, processes, or any other modifications 
to components, other than the EMR Services, that are for the sole purpose of the 
use by NLHS, the Participating Physician or Authorized User of the EMR Services, 
which will remain the Intellectual Property of NLHS, the Participating Physician, or 
the Authorized User, respectively. 

 
26.2.4 In the event NLHS or an authorized user develops methodologies, processes or 

any modification to components other than the EMR services that are for the 
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purpose of NLHS’ or its authorized users use of the EMR services (and therefore 
not part of the EMR services), then such processes, methodologies or 
modifications shall remain the property of NLHS or Authorized users as applicable 
to the extent such methodologies, processes or modifications are not covered by 
Subsection 5.1 above and are not to be used, copied or distributed without written 
permission from NLHS.  Notwithstanding any of the foregoing, any third party 
materials adapted for use in the EMR environment are for the use of NLHS and its 
authorized users only and are not to be used, copied or distributed by the 
Contractor without written permission from NLHS or the applicable third party. 

26.3 Intellectual Property Rights which may be developed or created by the Participating 
Physician, or otherwise enuring to the Participation Physician, either before, during, or after 
the currency of this Agreement, either registered or unregistered, that are created by the 
Participating Physician, shall remain the exclusive property of the Participating Physician. 

26.4 NLHS acknowledges and agrees that no property interests or title in or to the intellectual 
property created by the Participating Physician is transferred, licensed, sold, or given to 
NLHS or EMR Vendor by virtue of this Agreement.  

26.5 NLHS will in no way impede, fetter, or frustrate the Participating Physician’s access to, or 
use, reproduction, licensure, or sale of, his or her Intellectual Property, including any 
property located or stored in EMR. 

26.6 Notwithstanding article 26.5, the Participating Physician shall not sell EMR Data, or cause 
EMR Data to be sold, to third parties. 

26.7 For the purposes of further clarity, the Parties acknowledge and agree that no intellectual 
property interest is created in the EMR Data. 

27.0 Notices 

27.1 All notices, requests, claims, demands and other communications hereunder shall be in 
writing and will be effective if given: 

a) by delivery in person;
b) by first class or registered mail, postage prepaid; or
c) by electronic mail, to the address of the Party specified in this Agreement, or to such

other address as either Party may specify by notice to the other Party.  Notices so
given will be effective upon receipt by the Party to which notice is given.

27.2 NLHS, the Participating Physician, and  NLHS addresses for service are as follows: 

Participating Physician: 

Name: 
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Address: 

Phone:  

Fax:  

Email: 

For NLHS: 

Name: Fred Melindy, Program Director, eDOCSNL 

Address: 70 O’Leary Avenue, St. John’s, NL 

Phone: 709- 752-6000

Email: info@edocsnl.ca

28.0 Dispute Resolution 

28.1 The Parties will use all reasonable efforts to, promptly and in a professional and amicable 
manner, resolve disputes arising out of, or in connection with this Agreement. 

28.2 Any dispute that remains unresolved after ten (10) business days shall be referred to the 
EMR Management Committee established under the MOU for resolution, with the 
Participating Physician and other Parties permitted to make representations to the EMR 
Management Committee. 

28.3. Following the dispute resolution mechanism of the EMR Management Committee as 
defined in the MOU, disputes that cannot be resolved by the Management Committee will 
be referred to the EMR Executive Committee for consideration. 

29.0 Representations, Warranties, Indemnities and Limitations of Liability 

29.1 NLHS does not promise any particular result from the installation, implementation or use 
of the EMR and no representation or warranty is given in this regard. 

29.2 NLHS indemnifies and holds the Participating Physician harmless from any claims, 
damages and losses arising out of the performance of this Agreement, including, without 
limitation, any and all claims, damages and losses arising out of the unauthorized 
disclosure of EMR Data, except to the degree that such claims, damages and losses were 
caused or contributed to by the Participating Physician. 

29.3 The Participating Physician indemnifies and holds NLHS harmless from any claims, 
damages and losses arising out of the Participating Physician’s performance of this 
Agreement, including, without limitation, any and all claims, damages and losses arising 
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out of the unauthorized disclosure of EMR Data except to the degree that such claims, 
damages and losses were caused or contributed to by NLHS. 

 
29.4 Except as set out in this Agreement, any services or advice provided by NLHS pursuant to 

this Agreement are provided “as is” without any warranty, condition, guarantee or 
representation of any kind whatsoever, express or implied, statutory or otherwise. The 
Participating Physician acknowledges that the selection of EMR by NLHS, NLMA and HCS 
as Parties to the MOU does not constitute a representation or warranty as to the fitness for 
any particular purpose of EMR. 

 
29.5 Notwithstanding any other provision in this Agreement, with the exception of, and being 

subject to, the indemnity provisions contained in Subsection 29.2 and 29.3 herein, the 
liability of each Party arising out of or in connection with this Agreement, whether in contract 
or in tort (including negligence), is limited to the amount paid by the Participating Physician 
for ongoing maintenance and support as listed in Appendix A in the one-year period prior 
to the date of the occurrence giving rise to the claim; and in no event will either Party be 
liable to the other for loss of revenue, loss of profits or loss of use, or for any indirect, 
incidental or consequential damages, even if such Party has been advised of the possibility 
of such damages. Nothing in this Section is to be interpreted as precluding remedies which 
may be otherwise available in equity. 

 
29.6 The Parties agree that the party which has suffered or would suffer by the breach of this 

Agreement by the other may, subject to applicable law, be entitled to immediate equitable 
relief, including injunction and specific performance, as remedies for any such breach. 
Such remedies shall, subject to applicable law, not be deemed to be the exclusive 
remedies available for any such breach but shall be in addition to all other remedies 
available at law or in equity. By entering into this Agreement, the Parties are not waiving 
any rights or obligations owed to third parties which they may have pursuant to applicable 
law. 

 
30.0 Force Majeure 

30.1 Neither Party shall be liable for any delay or failure to perform under this Agreement if 
such delay or failure is due to any contingency, excluding financial inability, beyond its 
reasonable control and which it could not reasonably have foreseen and provided against.  
The Party experiencing any delay or failure as a result of any such contingency shall: 
 

30.1.1 provide prompt written notice thereof to the other Party; and 
  
30.1.2 use commercially reasonable efforts to remedy the delay or failure in a manner 

which minimizes the disruption to the other Party. 
 

31.0 General Provisions 

31.1 In this Agreement, unless a contrary intention appears in context, or express provisions of 
this Agreement provide otherwise, (i) words importing the singular include the plural and 
vice versa, and words importing a particular gender include all genders, (ii) the word 
“including” means “including without limitation”, (iii) where a period of time is specified, 
dated or calculated from a date or event, such period will be calculated excluding such 
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date or the date on which such event occurs, as the case may be, and (iv) titles are for 
convenience of reference and do not affect the interpretation of the Agreement.  Any rule 
of construction to the effect that ambiguity is to be resolved against the drafting party shall 
not apply to the interpretation of this Agreement. 

 
31.2 The Parties agree to execute such further documents as may reasonably be required to 

give effect to this Agreement. 
 
31.3 The provisions of this Agreement are severable and if any part of this Agreement is found 

to be unenforceable, the remainder of the Agreement will not be affected and will remain 
valid and in effect. 

 
31.4 The Participating Physician shall not assign this Agreement.  
 
31.5 This Agreement may be amended only by agreement of the Parties in writing. 
 
31.6 his Agreement, including those documents referenced in the recitals hereof and the 

Appendices attached hereto, represent the complete and exclusive, is the complete and 
exclusive statement of the agreement between the Parties regarding the subject matter 
hereof, superseding all information published anywhere and all other communications 
between the Parties relating to such subject matter, including any Subscription Form or 
other document previously signed by the Participating Physician. 

 
31.7 This Agreement may be executed and delivered in counterparts and in original or facsimile 

or other electronic form, and all such counterparts together will constitute one and the 
same instrument. 

 
31.8 This Agreement is binding upon and endures to the benefit of the Parties and his/her 

respective heirs, executors, administrators, successors and permitted assigns. 
 

31.9 Sections 9, 10, 11, 12, 14, 20, 21, 26, 28, 29 and 31.9 survive this agreement. 
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AGREED AND EXECUTED by the Parties and effective as of the Effective Date. 

 
THE PARTICIPATING PHYSICIAN: 
 
___________________________________  
Print Name 
 
___________________________________ 
Signature 
 
___________________________________  
Office Address 
 
___________________________________ 
City, Province, Postal Code 
 
___________________________________  
Phone Number 
 
__________________________________ 
Email Address 
 
NLHS: 
 
___________________________________  
Print Name 
 
_________________________________ 
Signature 
 
___________________________________  
Office Address 
 
___________________________________ 
City, Province, Postal Code 
 
___________________________________ 
Phone Number 
 
___________________________________ 
Email Address 
 

 
 



 

 

 

 
Appendix “A”: Electronic Medical Record Memorandum of Understanding, October 2015 

 

  



Memorandum of Understanding ("MOU") re: Electronic Medical Records Program 

This Agreement made effective the 30th day of October 2015 (the "Effective Date"). 

BETWEEN: 

AND: 

AND: 

HER MAJESTY IN RIGHT OF NEWFOUNDLAND AND LABRADOR as represented by 

the Minister of Department of Health and Community Services ("HCS"). 

NEWFOUNDLAND AND LABRADOR MEDICAL ASSOCIATION ("NLMA") as 

represented by the President of the NLMA. 

NEWFOUNDLAND AND LABRADOR CENTRE FOR HEALTH INFORMATION ("NLCHI") 

as represented by the Board Chair of NLCHI. 

WHEREAS HCS and the NLMA both desire to implement a sustainable Electronic Medical Record Program 

(the "EMR Program") for the purpose of improving collaboration and information sharing between 

physicians and other healthcare providers, improving the overall quality of care, enhancing the overall 

capability for patient safety within healthcare, providing the means for physicians to improve clinical 

efficiencies, and providing health information to inform future health planning and policy development; 

AND WHEREAS the NLMA is the association representing the interests of participating physicians of 

Newfoundland and Labrador; 

AND WHEREAS NLCHI is responsible for implementing and operating the Provincial components of the EMR 

solution and establishing and maintaining links to relevant Electronic Health Record (EHR) systems and 

information; 

AND WHEREAS HCS is responsible for the capital cost of the EMR Project; 

NOW THEREFORE THIS AGREEMENT WITNESSES that in consideration of the mutual covenants expressed, 

and as amended, the parties agree as follows: 

Definitions 

"Agreement'' means this Agreement, including all Schedules hereto. 

"Anonymized information" means information that does not identify a person and for which it is reasonably 

foreseeable in the circumstances that it could not be utilized, either alone or together with other 

information, to identify an individual (see Personal Health Information Act, ss.S(S)). 
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"Consensus" means general agreement, characterized by the absence of sustained opposition to substantial 

issues by any of the voting members of the EMR Management Committee and by a process that involves 

seeking to take into account the views of all voting members and to reconcile any conflicting arguments. 

Consensus does not require unanimity. 

"EHR" means electronic health record, a secure and private lifetime record of an individual's key health 

history and care within the health system. The record is available electronically to authorized healthcare 

providers and the individual in support of high quality care. 

"EMR" means electronic medical record, a secure, computer-based patient record system that provides a 

collection of patient information, including, but not limited to, medical history, conditions, medications, 

immunizations, and allergies. It is sometimes extended to include other functions, such as order entry for 

medications and tests. EMR is a part of the EHR. 

"EMR Solution" means the technical component of the EMR Program. It includes provincially approved EMR 

hardware, software, and other related information technology products supplied by the approved vendor(s), 

as selected through the EMR Request for Proposal process. 

"EMR Program" means the development and implementation of an EMR system(s) for participating 

physicians in Newfoundland and Labrador. The EMR Program includes the EMR Solution and its 

implementation and ongoing support. The parties to this Agreement may consent to the expansion of the 

EMR Program to other health professionals in the interest of supporting Primary Health Care and 

appropriate inclusion within the circle-of-care. 

"Executive Committee" means the executive-level Committee responsible for providing overall guidance, 

management, and decision making on strategic issues related to the EMR Program. Membership is 

comprised of the Deputy Minister of HCS, Executive Director of the NLMA, and the President and Chief 

Executive Officer of NLCHI, or their designate(s). 

"Management Committee" means the Committee responsible for providing ongoing advice, guidance and 

direction related to the ongoing management of the EMR Program. 

"Minister'' means the Minister of Health and Community Services. 

"Participating Physician" means an individual physician who has signed the appropriate EMR Program 

enrolment documentation that confirms his/her agreement with the terms and conditions including those 

set out in this MOU. 

"Personal Health Information" means personal health information as defined in the Personal Health 

Information Act. 

"Personal Health Information Act'' means the health-sector specific privacy law, proclaimed into force on 

April 1st, 2011, and as may be amended from time to time, that establishes rules that custodians of personal 

health information must follow when collecting, using and disclosing personal health information. The 

Personal Health Information Act also sets out the rights of each resident of Newfoundland and Labrador 
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regarding obtaining access to and exercising control of his/her personal health information. A copy of the 

Personal Health Information Act can be found at: http:/ /assembly.nl.ca/legislation/sr/statutes/p07-01.htm 

"Program Director'' means the person responsible for managing the EMR Program. 

"Secondary Use" means the use of health information for purposes such as health system planning, 

management, quality control, public health monitoring, program evaluation, research, and teaching and 

education. Health information is often "de-identified" or "anonymized" before it is used for secondary 

purposes. 

OBJECTIVE 

The objective of this Agreement is to establish a framework that will govern the implementation and 

management of a provincial EMR Program in Newfoundland and labrador. 

ARTICLE 1: EMR Program 

1.1 Description of the EMR Program 

a} HCS, the NlMA, and NlCHI shall work together to create an EMR Program in Newfoundland and 

labrador. This collaboration encompasses the management, funding, and approval of an EMR 

Program to ensure appropriate and cost-effective: 

i} implementation, adoption and use of EMRs in Participating Physicians' offices; 

ii} implementation and setup of the EMR Solution at NlCHI's offices or other designated data 

centre site(s}; 

iii} upgrades and connections to EMRs to ensure interoperability with the appropriate healthcare 

systems available in Newfoundland and labrador now and in the future; 

iv} achievement of increased clinical value for participating physicians and patients through the 

advanced use of EMRs; 

v} provision of information for health planning; and 

vi} support for Participating Physicians in their use of EMRs. 

1.2 The Mandate of the EMR Program 

a} The EMR Program will facilitate ·the adoption by Participating Physicians of an EMR system for their 

practices by providing EMR-specific support and advice including: 

i} EMR advice, training, and change management services for Participating Physicians and their 

staff; 

ii} advisory services regarding the purchase by Participating Physicians of suitable hardware and 

software packages as it relates to the EMR Solution; 

iii} advisory services for the implementation of secure, high speed networks for Participating 

Physicians' offices; 

iv} access by Participating Physicians to the EMR Solution; and 
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v) access by Participating Physicians to the full range of information within the EHR as the 

appropriate connections become available. 

b) The EMR Program shall actively promote the use by Participating Physicians of EMRs as the principal 

method of record keeping for patient/clinical records in their offices. 

c) Following vendor selection, the EMR Program will be implemented by the EMR Program Director 

and NLCHI. 

1.3 Establishment of the EMR Program and Program Office 

a) The EMR Program shall be governed by the Management Committee, as further described in Article 

3. 

b) The EMR Program will be managed by the Program Director, who will be selected by the EMR 

Management Committee in accordance with NLCHI human resource and employment policies. The 

Program Director will be accountable to the EMR Management Committee. One of the 

accountabilities of the Program Director will be to ensure the effective and efficient collaboration 

between the responsibilities of the EMR Program and the responsibilities of NLCHI. 

c) The EMR Program Office will be accommodated within NLCHI's office space and will receive 

administrative and related services from NLCHI, including accommodations, furnishings, accounting, 

human resources, and information technology consistent with the standard of such services 

provided by NLCHI to its own personnel and adequate to effectively and efficiently meet the needs 

of the EMR Program. All EMR Program employees will adhere to all NLCHI policy and procedures. 

d) EMR Program employees will be comprised of two groups: full time employees and shared 

employees. 

i) Full time employees will be hired by the Program Director and will report directly to the 

Program Director. These full time employees will have 100 percent of their workload dedicated 

to EMR Program work, as assigned by the Program Director. 

a. NLCHI's Human Resources staff will be responsible for running the job competition process 
for full time employees, in accordance with NLCHI HR policies and procedures. 

b. In addition to a ·representative from NLCHI's HR division and the Program Director, the HR 
selection board will include one member appointed by NLCHI who will provide advice to the 
Program Director. 

ii) Shared employees will perform tasks for both NLCHI and the EMR Program. The Program 

Director is responsible for coordinating with designated NLCHI management personnel 

regarding the oversight and management of shared employees. 

e) The Program Director will be responsible for managing the operations of the EMR Program Office, 

including authorizing the expenditure of funds allocated for the programs and operations of the 

Office within a framework of financial administration and controllership provided by NLCHI. 
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f) The Program Director will respond to and facilitate audit requests made by the Management 

Committee. 

ARTICLE 2 - Executive Committee 

2.1 Composition of Executive Committee 

The Executive Committee shall be comprised of the Deputy Minister of HCS, Executive Director of the NLMA, 

and the President and Chief Executive Officer of NLCHI, or their designate(s). 

2.2 Responsibilities of the Executive Committee 

The Executive Committee shall be responsible for the following: 

a) Accepting reports from the EMR Management Committee and Program Director and generally 

monitoring the effectiveness of the EMR Program; 

b) Adjudicating matters referred to it by the EMR Management Committee through consensus; and 

c) Approving revisions to the EMR Management Committee's terms of reference, consistent with this 

Agreement. 

ARTICLE 3: EMR Management Committee 

3.1 EMR Management Committee Mandate 

a) The parties agree to jointly govern the EMR Program through the establishment of the EMR 

Management Committee. The Management Committee shall be accountable through its reporting 

to the Executive Committee. 

b) The Management Committee will report quarterly to the Executive Committee on the status and 

financial management of the EMR Program in a format to be determined by the Executive 

Committee. 

3.2 EMR Management Committee Responsibilities 

The primary responsibilities of the Management Committee include the following: 

a) Overall responsibility for the success of the EMR Program, including the development of a 

comprehensive plan for the EMR Program (implementation and operations), creation and execution 

of a Program strategy, and aligning the strategic direction of the EMR Program with the overall goals 

of the HCS, the NLMA, and NLCHI; 
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b) Make and/or approve EMR Program policy decisions on a timely basis; 

c) Oversee the effective management of the EMR Program, including the management of resources, 

risks, and issues; 

d) Approve EMR Program enrollment criteria for Participating Physicians; 

e) Ensure optimal alignment between the EMR Program and EHR systems maintained by NLCHI are 

considered; 

f) Oversee effective EMR Program communication to stakeholders, including Participating Physicians; 

g) Ensure that any program records of the Management Committee are managed in accordance with 

the Management of Information Act, the Personal Health Information Act and other legislation; 

h) Direct and monitor the performance of the Program Director; 

i) Review and monitor the relationship between NLCHI and the EMR Solution vendor; 

j) Provide at a minimum, quarterly reports to the Executive Committee on the financial management 

and status of the EMR Program; 

k) Create committees and working groups it deems necessary to assist in fulfilling the Management 

Committee's mandate; and 

I) Request periodic audits of the operations of the EMR Program. 

3.3 EMR Management Committee Composition and Administration 

a) Voting Members 

The Management Committee will be comprised of six voting members. 

i) :_ Three members will be appointed by the Minister, at least one of whom will be a representative 

of NLCHI. 

ii) . Three members will be appointed by the NLMA Board of Directors. 

b) Term of Office 

i) Each member will be appointed for a term of two years, and may be reappointed. 

c) Chair 

i) HCS and the NLMA shall each appoint a co-chair from the members of the Management 

Committee. 
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ii) Meetings will be chaired by each co-chair on an alternating basis. 

iii) The co-chairs will jointly be responsible for the management of the Management Committee, 

including jointly developing agendas and minutes. 

d) Non-Voting Members 

i) In addition to the six voting members appointed under Article 3.3 (a), the Management 

Committee will also appoint non-voting members, to a maximum of four non-voting members. 

ii) Representatives of two Regional Health Authorities will be appointed by HCS as non-voting 

members. 

iii) The Management Committee may establish sub-committees. 

e) Meeting Schedule 

i) Meetings of the Management Committee will be held monthly, or as otherwise decided by the 

Management Committee. 

ii) Management Committee members may be called upon to participate in telephone or online 

conferences between regularly scheduled meetings, or if input is sought on a particular issue or 

set of issues. 

f) EMR Program Policies 

i) The Management Committee may create EMR Program policies for the conduct of business, not 
inconsistent with this Agreement, respecting: 

a. the holding and procedure of Management Committee meetings, including quorum; 
b. the appointment of sub-committees and working groups and the duties and responsibilities 

of those sub-committees and working groups; 
c. a code of ethics; 
d. acceptable methods of meeting and participation by Management Committee members, 

including by telephone or other telecommunication devices; 
e. voting by Management Committee members by mail or electronic means; and 
f. in general, the administration of this Agreement and the Management Committee's 

obligations. 

ii) An EMR Program policy may be made, amended, or repealed at a meeting of the Management 

Committee provided that thirty (30) calendar days' notice, in writing, are given to members of 

the Management Committee of the making, amendment or repeal of the policy and of the 

meeting. 

iii) The Management Committee will adopt NLCHI policies, not inconsistent with this Agreement, 

respecting: 

a. the payment of travel and other expenses of members of the Management Committee; 
b. the employment and remuneration of staff and consultants pursuant to NLCHI consultant 

approval processes and NLCHI human resource and employment policies. 
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3.4 EMR Management Committee Decision-Making Process 

a) All decisions of the Management Committee will be made by consensus. 

b) Where a consensus is not possible on a specific decision, any member may propose, and such 

proposal will be carried by the EMR Management Committee, that the decision be deferred until the 

next meeting of the EMR Management Committee and be decided by way of a simple majority vote. 

c) The co-chairs, or their designates, will administer all votes and communicate the outcome. 

d) Matters for which a simple majority cannot be reached will be referred to the Executive Committee 

for resolution. 

e) An analysis and explanation of the issues will be presented to the Executive Committee, along with 

the concerns of any opposing Management Committee members. 

3.5 Additional Terms of Reference for EMR Management Committee 

Additional Terms of Reference for the Management Committee, consistent with the mandate as specified in 

Article 3.1, must be approved by the Executive Committee. 

ARTICLE 4: EMR Program Director 

4.1 Responsibilities of the EMR Program Director 

a) The business and affairs of the EMR Program shall be managed by a Program Director who is 

accountable for the provision of leadership, oversight and consultation for the development, 

implementation, management and administration of the Provincial EMR Program. 

b) The Program Director will operate as a member of NLCHI's senior management team to ensure 

coordination and efficient collaboration between the EMR Program and other programs and activities of 

NLCHI; 

c) The Program Director and personnel reporting exclusively to the Program Director will be permanent 

employees of NLCHI. They will adhere to NLCHI corporate policies regarding administration, finance, 

human resources and other related matters. For these purposes the Program Director will report to the 

NLCHI Vice-President of Clinical Information Programs. 

d) For all other purposes, including the policy and strategic direction of the EMR Program; the Program 

Director will report to the EMR Management Committee. 

Page 8 of18 



e) The responsibilities of the Program Director shall include: 

i) Governance 

a. Reporting to the Management Committee on the services, processes and outcomes of the 
EMR Program; 

b. Operate as a member of NLCHI's senior management team to ensure coordination and 
efficient collaboration between the EMR Program and other programs and activities of 
NLCHI; 

c. Supporting the Management Committee in fulfilling its mandate; 
ii) Administrative/Process 

a. hiring and supervising full time personnel in consultation with NLCHI's human resources 
department and in accordance with NLCHI human resource and employment policies; 

b. managing the EMR Program within the approved budget; 
c. consulting with other jurisdictions on approaches to expanding the use of information 

technology by Participating Physicians; 
iii) assisting the coordination and management of shared employees with NLCHI; 

iv) preparing and submitting monthly progress reports to the Management Committee (in a 

format to be determined) demonstrating the work of the EMR Program 

v) preparing monthly written expenditure reports and budget forecasts to be submitted to the 

Management Committee; 

vi) preparing at a minimum, quarterly written reports to the Executive Committee (in a format to 

be determined) on the financial management and status of the EMR Program; 

vii) participating in physician engagement by working cooperatively with stakeholders including the 

NLMA. 

viii) facilitating the sharing of best practices and experiences among Participating Physicians and 

groups of Participating Physicians; 

ix) managing the development of change management strategies and educational strategies to 

assist Participating Physicians in adopting EMR system(s) and other information technology 

solutions in their practices, including: 

a. managing organizational capacity on matters related to the general functionality of EMRs 
and related technology in relation to Participating Physician offices; 

b. managing in-practice EMR training, change management, and on-going practice support; 
c. managing the recruitment of and enrollment of Participating Physicians; and 
d. promoting the EMR Program. 

x) Program Management 

a. working with NLCHI and the Regional Health Authorities to ensure a high level of integration 
between the EMR Solution and regional and provincial health information technology 
systems, including: 

i. the NL Medical Care Plan billing system; 

ii. laboratory results and diagnostic imaging; 

iii. electronic referral systems; 

iv. the Provincial pharmacy network; 

v. client registry; and 
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vi. other elements of health information technology as they are developed and 

implemented; 

b. maintaining a registry of all Participating Physicians and recording individual Participating 
Physician progress on implementation ofthe EMR Solution; 

c. participating in regular evaluation of the effectiveness of the EMR Program and the 
adoption by Participating Physicians of the EMR Solution, including analysis of the extent of 
Participating Physician usage; 

d. providing overall EMR Program leadership as directed by the Management Committee and 
outlined in this Agreement; 

e. reviewing the installation and configuration of the EMR Solution; 
f. monitoring day-to-day EMR/EHR integration integrity, in consultation with NLCHI; and 
g. monitoring the provision of Help Desk Services, in consultation with NLCHI. 

xi) monitoring the management of EMR IT infrastructure and the storage and management of 

EMR data. If it is decided that the data will be hosted at a location outside of NLCHI's office, 

NLCHI will be responsible for coordinating the data hosting; 

xii) promoting data standards, including security and privacy standards, in accordance with 

relevant legislation and NLCHI policies along with provincial and pan-Canadian principals and 

agreements; 

xiii) managing EMR Program expansion plans and ensuring such measures meet the need of the 

Participating Physician community while remaining focused on improving patient care along 

with aligning with the overall priorities of HCS; 

xiv) communicating with colleagues provincially and nationally to gather input into issues and 

decisions and, where appropriate, to share Management Committee decisions and rationale; 

and 

xv) other duties as may be assigned by the Management Committee. 

ARTICLE 5: EMR Implementation and Operation 

5.1 EMR Implementation and Operation (Roles and Responsibilities) 

The parties agree that, in the conduct of their separate roles and responsibilities, any plans or decisions 
that may have a material impact on EMR system availability or cause a material change in the 
functionality, cost or schedule of the EMR Program, will be the subject of consultation and decision
making at the Management Committee with sufficient time to discuss and analyze the impact of the 
plan or decision. This obligation does not include operational activities that have minor impacts on EMR 
system availability, recognizing that every reasonable effort will be made to anticipate and schedule 
these activities to avoid reductions in EMR system availability. 

a) HCS will be responsible for the following: 

i) approving and allocating the EMR budget for the provincial components of the EMR Program; 

ii) promoting the EMR program; and 

iii) approving EMR Program expansion plans. 
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b) The NLMA will be responsible for the following: 

i) promoting the EMR program; and 

ii) reviewing EMR Program expansion while ensuring due consideration is given to potential 

impacts on the NL EHR, with respect to EMR system availability, Participating Physician services, 

support, functionality, or cost. 

c) NLCHI (in coordination with the EMR Program Office) will be responsible for the following: 

i) managing EMR vendor relations; 

ii) setting up of the EMR Project Office for early stage project implementation; 

iii) ensuring day-to-day EMR/EHR integration integrity with provincial EHR systems (as they become 

available); 

iv) developing and promoting data standards, including security and privacy standards, in 

accordance with relevant legislation and NLCHI policies along with provincial and pan-Canadian 

principals and agreements; and 

v) reviewing EMR Program expansion while ensuring due consideration is given to potential 

impacts on the EHR, with respect to EHR system availability, Participating Physician services, 

support, functionality or cost. 

d) NLCHI will provide support to the EMR Program Office for the following: 

i) support services as specified in section 1.3{c); 

ii) supporting installation, configuration, and upgrading of the EMR solution (in coordination with 

EMR vendor); 

iii) supporting the provision of EMR Help Desk Services; 

iv) supporting the provision of EMR training and change management support; and 

v) supporting the recruitment of and enrollment of Participating Physicians. 

5.2 EMR Program Fees 

a) Participating Physicians, as "end-users" of the EMR Solution, will be responsible for costs and 

scheduled fees as set out in Appendix A (EMR Program Fee Schedule). The end-user will be subject 

to late and/ or delinquent fee payment as set out by the EMR Management Committee. 

b) In return for this EMR Program fee, Participating Physicians will receive the EMR software, services 

and support including as identified in this MOU, the EMR vendor contract, and the financial forecast 

as described in Appendix A, including integration with MCP and the EHR components described in 

Appendix B. The scheduling of integration projects will be determined by the Management 

Committee within the available budget. 

c) The EMR Program Office shall collect Participating Physicians' fees from and on behalf of 

Participating Physicians. The EMR Program Office will manage the fee revenue within its approved 

budget. 
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d) Changes to the EMR Program Fee Schedule shall be determined by the EMR Management 

Committee. 

5.3 EMR Solution Vendor 

In the course of EMR Implementation and Operations, the parties to this agreement will ensure all 

contracts and agreements made between the EMR Solution vendor and HCS, and/or NLCHI will be 

disclosed in full to the Management Committee. 

5.4 Personal Health Information 

a) Participating Physicians remain the custodian of the personal health information within their own 

EMR instance, regardless of the physical or virtual location of the information. 

b) Disclosure of information within the EMR to the EHR will be governed by the disclosure provisions of 

section 39 of the Personal Health Information Act. 

c) The EMR vendor will operate as an information manager in accordance section 22 of the Personal 

Health Information Act. 

d) The parties hereto agree that the protection of personal health information remains paramount 

throughout all stages of the EMR Program. Further agreements will be prepared outlining data 

protection and management in accordance with the the Personal Health Information Act and the 

parties hereby agree to enter into all required agreements. Participating Physicians will be asked to 

enter into an individual data sharing and protection agreement that is in accordance with the 

Personal Health Information Act and the terms of this Agreement. 

5.5 Secondary Data Use 

a) Secondary use of EMR data will occur in accordance with the Personal Health Information Act and 

Health Research Ethics Authority Act and Centre for Health Information Act. 

b) Secondary use of EMR data will be subject to a separate Data Sharing Agreement between all parties 

set in this MOU. 

5.6 Publication, Dissemination and Release of Information 

a) The co-chairs of the Management Committee must pre-approve any public communication 

concerning the EMR Program. 

b) The Management Committee may, from time to time, grant the Program Director the power to 

approve communication material. 
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c) The parties to this Agreement shall be given credit for supporting the EMR Program in all external 

and communication materials. 

d) HCS will engage with NLMA/NLCHI communication officials when preparing communication 

materials. 

ARTICLE 6- Additional Agreements 

6.1 The parties to this Agreement shall enter into any additional agreements required in order to meet 

the objectives and goals of the EMR Program. 

It is contemplated that some of the required agreements will be entered into with one or more of 

the parties and Participating Physicians. 

ARTICLE 7 -Additional Terms and Conditions 

7.1 Termination of Agreement 

This Agreement may be terminated by either HCS or the NLMA upon two (2) years' written notice to 

the other parties. The terminating party agrees to provide full assistance and cooperation respecting 

transition of EMR Program data as may be required by the other party and Participating Physicians. All 

parties bound by this Agreement agree to work together to ensure that obligations under all relevant 

legislation, policies with each party, and the bylaws, policies and guidelines of the College of Physicians 

and Surgeons of Newfoundland and Labrador are adhered to along with keeping a focus on patient 

safety and the delivery of quality care. 

7.2 Term 

The term of this Agreement shall commence on the Effective Date and this Agreement shall remain in 

effect unless terminated pursuant to 7.1. 

7.3 Review 

This Agreement shall be subject to review four (4) years from the Effective Date or a date agreed upon 

by all parties. 

7.4 Amendment 

This Agreement may be amended by a written agreement signed by all parties. 

7.5 Governing Legislation 
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This Agreement shall be governed by the laws of Newfoundland and Labrador. 

7.6 Counterparts 

This Agreement may be executed in any number of counterparts, each of which will be considered an 

original of this Agreement, and which together will constitute one and the same instrument. No party 

will be bound to this Agreement unless and until all parties have executed a counterpart. A facsimile 

signature or an otherwise electronically reproduced signature of either party shall be deemed to be an 

original. 
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Appendix A 

Estimated EMR Program Fee Schedule 

As of the date of signing, the parties to this document understand the cost of providing an EMR Solution for 
300 physicians has been .estimated as per Table 1 below. These estimated costs are subject to change and 
any change{s) will be managed by the EMR Management Committee (reference point 2 below). 

Table 1- EMR PROGRAM IMPLEMENTATION COSTS 

EMR PROGRAM IMPLEMENTATION COSTS 
FOUR YEAR PROJECT CAPrTAL AND ANNUALIZED COST 

The parties to this Agreement futher agree that, within the project scope of providing an EMR Solution for 
300 physicians: 

1. HCS is responsible for: 

i) 100% of the capital cost of the EMR Program (up to $11,495,000) exclusive of the costs detailed in 

section 2. (i) below. 

ii) 70% of the annual operational cost of the EMR Program ($2,542,600). 

2. Participating Physicians are responsible for monthly contributions no greater than $212.00 per month, 
which is estimated to be 30 percent of the annual estimated operational cost. Further to section 5.2(d), 
this monthly maximum is subject to adjustment by the Management Committee within the constraint 
that Participating Physicians' fees shall not be greater than 30 percent of annual operational cost. In 
addition, Participating Physicians are responsible for: 
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i) 100% of the following end-user costs required to access the EMR elution including: 

a. computer system infrastructure and software (including, but not limited to, computer systems 

and peripherals, printers, scanners, network equipment, cabling, office automation software, 

anti-virus/malware software, and remote access) required to connect the Participating 

Physician's computer system and office/clinic network to the EMR Solution; 

b. costs to connect, support, and maintain the Participating Physician's in-clinic computer 

equipment and network connection to the EMR Solution as per standards established by the 

EMR Program; 

c. training and education-related costs that are not covered by the EMR Program, such as 

backfilling of staff to facilitate training and basic knowledge transfer to new clinic personnel. 
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• 

Client Registry • 
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• 
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Provider Registry • 
Laboratory • 
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Medical Imaging • 
• 
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• 
• 
• 
• 

Encounters (ADT) • 
• 
• 

Clinical Documents • 
• 

Medication Profiles • 

Appendix B 

EMR/EHR INTEGRATION 
Domain Specific Potential 

Ability to create MCP bills 
Allowing the ability to submit bills directly to MCP 

Receive remittance advice from MCP 

Add Person Information 
Delete Person Information 

Update Person Information 

Merge Patient Information 
Query Message 

Provider Details Query 

Blood Bank results 
Chemistry results 
Hematology results 

Microbiology results 
Pathology results 

Computed Tomography (CT) 

General Radiology 
lnterventional 
Magnetic Resonance Imaging (MRI) 
Mammography 

Nuclear Medicine 
Radiographic Fluoroscopy 

Ultrasound 

Emergency 
Inpatient 

Outpatient 

Discharge Summary 
Over 200 additional documents (i.e. History and Physical, Barium 
Swallow report, Cardiology Physician letter, Operative report ... ) 

Community Pharmacies medication profiles 
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Executive Summary 

In October 2015, a Memorandum of Understanding (MOU) between the Department of Health and 

Community Services (DHCS), the Newfoundland and Labrador Medical Association (NLMA) and the 

Newfoundland and Labrador Centre for Health Information (NLCHI) was signed to jointly govern, 

implement and operate a sustainable Electronic Medical Record (EMR) Program in Newfoundland and 

Labrador referred to as eDOCSNL. 

 

The EMR Management Committee, the governing committee created through the MOU, provides 

strategic advice, guidance and direction on the management of eDOCSNL, including approvals related to 

Secondary Use of EMR Data, and the EMR Data elements that can be used for Primary and Secondary 

Uses. This Information Management Framework, a policy of the EMR Management Committee, provides 

this direction and is agreed by the Parties to be the Data Sharing Agreement required by Clause 5.5(b) of 

the MOU. The EMR Management Committee has approved the framework for three years, from the date 

of approval, with a required annual review by the EMR Management Committee. At the conclusion of 

three years, the Information Management Framework expires and the EMR Management Committee 

must re-approve the existing framework or develop a new one. 

 

The purpose of this document is to provide direction to Custodians of EMR Data which is collected, used, 

disclosed, stored, and retained for patient care and Secondary Uses. The Information Management 

Framework describes the uses and disclosures of EMR Data, the request and approval processes required, 

and establishes principles to be followed by any Custodian or entity in Newfoundland and Labrador using 

EMR Data for patient care and Secondary Uses. 

 

The type of approval required for use and disclosure of EMR Data will depend on the type of EMR Data 

being used or disclosed. For most uses and disclosures, separate approval by the EMR Management 

Committee will not be required (e.g., patient care and Secondary Uses approved in this Information 

Management Framework). In addition, mandatory disclosures required under legislation (e.g., Medical 

Act, Prescription Monitoring Act, etc.) will not be subject to EMR Management Committee approval. 

Secondary Uses, where separate approval from the EMR Management Committee is required, include 

uses and disclosures of EMR Data for Research and/or commercial purposes, and uses and disclosures by 

NLCHI that require identifiable individual physician information not previously approved in this 

Information Management Framework. However, if a fee-for-service physician consents to, or requests 

that, NLCHI, an RHA, or the Minister of Health and Community Services use their identifiable data for a 

specific purpose, EMR Management Committee approval will not be required. 

 

The guidelines to be followed by any Custodian or non-Custodian in Newfoundland and Labrador using 

EMR Data for patient care and Secondary Use include: 

 

 EMR Data disclosures may only be done with a data sharing agreement that details the use and 

disclosure requirements of the recipient and references the eDOCSNL Information Management 

Framework. 

 

 Each person or organization who uses EMR Data for Secondary Use must have policies and 

procedures in place that are compliant with the Personal Health Information Act and consistent 

with this Information Management Framework. 
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 Any Custodian, including Fee for Service Physicians, who uses personal health information for 

direct patient care and Secondary Uses must have policies and practices that clearly delineate 

the two roles under taken by the Custodian. 

 

 An up to date list of all data elements used for Secondary Use will be maintained and published 

on the eDOCSNL website www.edocsnl.ca. 

 

 Best efforts will be made to notify the EMR Management Committee in advance of the use, or 

if prior notification is impossible at the time of the use, of EMR Data for mandatory legislative 

requirements that monitor or evaluate individual patients, physicians or other healthcare 

providers that has not previously been documented in this Information Management 

Framework or policy of the EMR Management Committee. Where prior or simultaneous 

disclosure is impossible, NLCHI or the RHA shall notify the EMR Management Committee within 

two business days. 

 

 Each Custodian using EMR Data for Secondary Uses that was collected by another Custodian 

must have a documented process for approving all uses and disclosures. 

 

 Uses and disclosures of EMR Data for commercial or Research purposes or activities that involve 

identifiable-physician requires individual EMR Management Committee approval, unless 

previously approved in this Information Management Framework. 
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1.0 INTRODUCTION 

In October 2015, a Memorandum of Understanding (MOU) between the Department of Health and 

Community Services (DHCS), the Newfoundland and Labrador Medical Association (NLMA) and the 

Newfoundland and Labrador Centre for Health Information (NLCHI) was signed to jointly govern, 

implement and operate a sustainable Electronic Medical Record (EMR) Program in Newfoundland and 

Labrador referred to as eDOCSNL. The EMR Management Committee is responsible for ensuring the 

protection of personal health information throughout all stages of the EMR Program. 

 

The mandate of eDOCSNL is to improve collaboration and information sharing between physicians and 

other health care providers; improve the overall quality of care; enhance the overall capability for patient 

safety within healthcare; provide a means for physicians to improve clinical efficiencies; and provide 

health information to inform future health planning and policy development. 

 

The eDOCSNL program is comprised of two streams: a fee-for-service (FFS) physician stream and a regional 

health authority (RHA) primary health care stream with some FFS physician participation. Each FFS 

physician and RHA participating in eDOCSNL has entered into an agreement with NLCHI to participate in 

the EMR program, which includes provisions for the Secondary Uses of EMR Data. These agreements are 

the EMR Physician Participation Agreement, the Fee for Service Physician Participation Agreement for 

Joining eDOCSNL through a Regional Health Authority Electronic Medical Record, and the Regional 

Health Authority eDOCSNL Participation Agreement, collectively referred to as the ”Agreements”. These 

Agreements include the general terms and conditions for the sharing of the data with NLCHI, and for the 

FFS physicians on an RHA instance, with the applicable RHA. 

 

The sharing of personal health information for direct patient care is done through functionality within the 

EMR or the two-way flow of information between the EMR and HEALTHe NL, the provincial electronic 

health record, of which NLCHI is the Custodian. 

 

The sharing of personal health information for Secondary Uses is facilitated through a transfer of 

information from each eDOCSNL participant’s EMR Data storage at TELUS Health Solution, who is the 

participant’s Information Manager and Med Access vendor, to NLCHI’s data warehouse on a daily basis. 

 

 

1.1 eDOCSNL Information Management Framework Ownership 

The Information Management Framework is a policy of the EMR Management Committee. The EMR 

Management Committee has approved the framework for three years, from the date of approval, with a 

required annual review by the EMR Management Committee. At the conclusion of three years, the 

Information Management Framework expires and the EMR Management Committee must re-approve the 

existing framework or develop a new one. 

 

All updates approved by the EMR Management Committee are recorded in the version table following 

the table of contents of this Information Management Framework. 

 

1.2 Document Purpose 

The purpose of this document is to provide direction to Custodians of EMR Data which is collected, used, 

disclosed, stored, and retained for patient care and Secondary Uses, as part of eDOCSNL. 
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The RHAs will implement policies and procedures consistent with the Information Management 

Framework in conjunction with the RHA EMR Committee. These policies and procedures will be reviewed 

by the EMR Management Committee. If the RHA does not adopt its own policies for the Secondary Use of 

EMR Data they will follow NLCHI’s EMR Data policies and procedures. Once the RHAs have these policies 

and procedures reviewed by the EMR Management Committee the Secondary Uses outlined in this 

Information Management Framework are exempt from the approval processes noted in section 7.0, 

except for the disclosures of EMR Data for Research or commercial purposes. The RHAs will be required 

to obtain approval from the EMR Management Committee for disclosures for Research or commercial 

purposes. 

 

NLCHI shall implement policies and procedures on the collection, use and disclosure of EMR Data that 

have been approved by the EMR Management Committee. These policies will be available on 

www.eDOCSNL.ca. Once NLCHI has these policies and procedure reviewed by the EMR Management 

Committee the Secondary Uses outlined in this Information Management Framework are exempt from 

the approval processes noted in section 7.0, except for uses requiring identifiable physician EMR Data and 

for disclosures of EMR Data for Research or commercial purposes. NLCHI will be required to obtain 

approval from the EMR Management Committee for uses requiring identifiable physician EMR data and 

for disclosures for Research or commercial purposes. 

 

The FFS physician using a RHA EMR provides consent to the RHA to use or disclose EMR Data the physician 

has disclosed to the RHA for primary purposes also for Secondary Uses. The Fee for Service Physician 

Agreement for Participation in eDOCSNL through a Regional Health Authority Electronic Medical Record 

includes this consent. 

 

NLCHI, the RHAs, and the DHCS have agreed and reaffirm their intent and commitment to only use and 

disclose EMR Data in accordance with legislation and the processes and procedures noted in this 

document, and that EMR Data will be used for physician-identifying activities only when other data 

sources cannot provide the necessary information and in accordance with this Information Management 

Framework. 

 

In the event that a request for EMR Data is received from any person or organization that is inconsistent 

with the processes and procedures in this document, NLCHI or the RHA will advise the requestor of this 

inconsistency and will not disclose the data. If NLCHI or a RHA receives such a request and believes it is 

legally compelled to disclose the EMR Data, it will make reasonable effort to provide notice to the 

physicians affected and the NLMA 30 days prior to the fulfilment of the request, or at the earliest possible 

opportunity. 

 

If NLCHI or the RHA uses or discloses EMR Data in a manner that is inconsistent with the Information 

Management Framework, they will make best efforts to notify the NLMA and the affected physicians prior 

to or, if prior notification is impossible, at the time of such disclosure, including a description of the 

information disclosed. Where prior or simultaneous disclosure is impossible, NLCHI or the RHA shall notify 

the affected physician and the NLMA within two business days. Should the physicians affected by the 

disclosure decide to exit the eDOCSNL program or the RHA instance as a result of this disclosure, they will 

do so in accordance with the Agreements. NLCHI and/or the RHA will facilitate the transition at no cost to 

the affected physicians. 
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1.3 Definitions 

“Circle of Care” has the meaning defined in PHIA; 
 

“Custodian” has the meaning defined in PHIA; 
 

“Collecting Party” means the party who collects personal health information directly from the patient or 

other authorized source; 

 

“De-identified Data” is created when identifiers for individuals and health professionals are removed and 

replaced with a code. Depending on access to the code, it may be possible to re-identify specific individuals 

and health professionals (e.g., individuals are assigned a code and NLCHI retains a list that links the code 

with the particular individual’s actual name so data can be re-linked if necessary.) Secondary users who 

have access to the code and the data will be considered to have identifiable information; 

 

“EMR Data” as defined in the EMR Physicians Participation Agreement; 
 

“Fee-for-Service Physician” means a physician who submits accounts and receives payment of fees for 

insured medical services in accordance with the MCP Payment Schedule under the Medical Care Plan, 

pursuant to the Medical Care and Hospital Insurance Act, SNL 2016, c M-5.01. In relation to this 

Information Management Framework, a Fee for Service Physician refers to a physician who has signed 

one of the Agreements; 

 

“HEALTHe NL” has the meaning defined in the Fee for Service Physician Participation Agreement for 

Joining eDOCSNL through a Regional Health Authority Electronic Medical Record; 

 

“Personal Health Information” has the meaning defined in PHIA; 

 

“Primary Use” means the collection, use, and disclosure of personal health information for the care of the 

patient from, and about, whom the information is collected; 

 

“Recipient Party” means the party who is receiving personal health information; 
 

“Research” has the meaning defined in PHIA; 
 

“RHA EMR Committee” has the meaning defined in the Fee for Service Physician Participation Agreement 

for Joining eDOCSNL through a Regional Health Authority Electronic Medical Record; and 

 

“Secondary Use” has the meaning defined in the Memorandum of Understanding, October 2015. 

 

2.0 RECIPIENT PARTIES 

2.1 Newfoundland and Labrador Centre for Health Information 

NLCHI is the Custodian of EMR Data disclosed to HEALTHe NL for patient care and, also, of the EMR Data 

disclosed to NLCHI for Secondary Uses and stored in the NLCHI Data Warehouse. Its mandate includes the 

provision of information to inform decisions to enhance the health and well-being of persons in the 

province by providing a comprehensive province-wide information system. 
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NLCHI fulfils its mandate in part through the Secondary Use of data. The Data and Information Services 

Department is engaged in four main activities to support health system decision-makers: development 

and adoption of health information standards; analytics and evaluation; responding to requests for data 

and information; and data and information management. This department supports Research through the 

disclosure of data. 

 

2.2 Regional Health Authorities 

In addition to collecting personal health information directly from patients, the RHAs are also recipients 

of EMR Data from FFS physicians who have joined eDOCSNL through an RHA EMR. The RHAs provide 

information/data to organizational leaders, physicians, staff, and other health system stakeholders to 

inform clinical and operational performance and support informed decision-making. 

 

2.3 Researchers 

Researchers, academic or commercial, may receive EMR Data from NLCHI, RHAs, or FFS physicians. It is 

anticipated that most Research requests will be received by NLCHI. Researchers are not Custodians under 

PHIA but some are employees of a Custodian, particularly the RHAs and the designated facilities and 

schools at Memorial University, and therefore, must follow the policies and procedures of that Custodian. 

 

2.4 Canadian Institute for Health Information 

The Canadian Institute for Health Information (CIHI) is an independent, not-for-profit organization that 

provides essential information on Canada’s health system and the health of Canadians. CIHI provides 

comparable and actionable data and information that are used to accelerate improvements in health care, 

health system performance and population health. Any disclosure to CIHI of personal health information 

is authorized by PHIA and is conducted in accordance with the agreement between the Department of 

Health and Community Services (DHCS) and CIHI. Prior to disclosing EMR Data to CIHI, the agreement 

between the DHCS and CIHI will be amended to ensure the appropriate restrictions on the use and 

disclosure of identifiable EMR Data. 

 

3.0 GOVERNANCE FRAMEWORK 

3.1 Legislation 

Use and disclosure of EMR Data will occur in accordance with the MOU, the Agreements, NLCHI and RHA 

policies and procedures, the Information Management Framework, and the following legislation: 

a) Personal Health Information Act (PHIA); 

b) Centre for Health Information Act, 2018; 

c) Health Research Ethics Authority Act; 

d) Medical Act, 2011; 

e) Transparency and Accountability Act; 

f) Medical Care Act and Hospital Insurance Act; 

g) Prescription Monitoring Act; 

h) Patient Safety Act; 

i) Public Health Protection and Promotion Act; and 

j) Other legislation where appropriate. 
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3.2 Governance Committees 
 

3.2.1 EMR Management Committee 

The EMR Management Committee, the governing committee created through the MOU, provides 

strategic advice, guidance and direction on the management of eDOCSNL, including approvals 

related to Secondary Use of EMR Data, and the EMR Data elements that can be used for primary 

and Secondary Uses. This Information Management Framework, a policy of the EMR Management 

Committee, provides this direction and is agreed by the Parties to be the Data Sharing Agreement 

required by Clause 5.5(b) of the MOU. 

 

3.2.2 EMR Executive Committee 

The EMR Executive Committee, comprised of the DHCS Deputy Minister, the Executive Director 

of the NLMA, the CEO of Eastern Health and the CEO of NLCHI, adjudicates matters referred to it 

by the EMR Management Committee and monitors the effectiveness of the eDOCSNL program. 

 

3.2.3 EMR Data Governance Advisory Committee 

The Data Governance Advisory Committee reports to the EMR Management Committee with a 

mandate to advise the EMR Management Committee on matters related to the collection, use, 

disclosure, storage, retention, and disposal of EMR Data. The specific responsibilities of the 

advisory committee are to make recommendations to the EMR Management Committee 

regarding: 

 the Secondary Uses of EMR Data; 

 the EMR Data elements to be disclosed to NLCHI for Secondary Uses; and 

 the EMR Data elements to be disclosed to HEALTHe NL for patient care. 

3.3 EMR Participation Agreements 

Each FFS physician and RHA participating in eDOCSNL has signed one of the Agreements with NLCHI which 

provides them with a subscription to Med Access, an interface with HEALTHe NL and other systems 

authorized by NLCHI, and the support of the eDOCSNL program staff. These agreements also establish the 

general terms and conditions for the disclosure of EMR Data to NLCHI for Secondary Uses and to support 

patient care. 

 

3.4 RHA EMR Committees 

Each RHA has a RHA EMR Committee comprised of FFS physicians, RHA employees and agents, and NLCHI 

staff, which advises on issues related to the Custodianship of EMR Data, and for discussion on issues 

related to the use and management of the EMR instance, including the implementation, training, policies, 

performance and operation of the RHA EMR. These committees will provide advice to the RHAs on the 

Secondary Use of EMR Data consistent with this Framework. 

 

3.5 Policies and Procedures 

NLCHI and the RHAs who collect EMR Data from another Custodian shall have policies and procedures to 

ensure EMR Data is managed and used appropriately, effectively, and efficiently. Policies and procedures 

regarding the manner of collection, use, disclosure, storage, retention, transfer, copying, modification, 

and disposition of EMR Data is required in accordance with PHIA. 
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3.6 Data Sharing Agreements 

All disclosures of EMR Data for Secondary Uses must involve the execution of a data sharing agreement 

between the disclosing and Collecting Parties. The Agreements and this Information Management 

Framework meet this requirement for Custodians participating in eDOCSNL and as required in the MOU. 

 

 

4.0 EMR Data for Direct Patient Care 

Each FFS physician and RHA joined eDOCSNL to improve direct patient care through collaboration and 

information sharing within the Circle of Care. PHIA establishes the rules for the collection, use and 

disclosure of this information. The eDOCSNL program has made available privacy and security resources 

for collecting Custodians, and in particular FFS physicians, that provides advice on the sharing of personal 

health information within a single EMR instance and between EMR instances. 

 

Collecting Parties will collect personal health information from HEALTHe NL and store it in their EMR. This 

indirect collection for patient care is authorized by PHIA. Similarly, personal health information will be 

disclosed from the EMR to HEALTHe NL, pursuant to PHIA for the purposes of providing patient care. 

 

One of the objectives of the eDOCSNL Program is to enhance the overall capability for patient safety. 

TELUS may be required to access EMR Data and provide to NLCHI, in accordance with the terms and 

conditions of the eDOCSNL participation agreements and Professional Service Agreement, when issues 

involving patient safety or other support services arise. 

 

5.0 Secondary Use of EMR Data 

The Secondary Use of EMR Data is an integral part of the eDOCSNL Program. This EMR Information 

Management Framework establishes the terms and conditions for disclosure of EMR Data by eDOCSNL 

participants to NLCHI to inform health planning and policy development and other Secondary Uses as 

noted in section 5.3. NLCHI will also link EMR Data with other data they are the Custodians of for 

Secondary Uses. 

 

As noted in section 1.2, NLCHI shall implement policies and procedures on the collection, use and 

disclosure of EMR Data that have been approved by the EMR Management Committee. These policies 

will be available on www.eDOCSNL.ca. Once NLCHI has these policies and procedures reviewed by the 

EMR Management Committee the Secondary Uses outlined in this Information Management Framework 

are exempt from the approval processes noted in section 7.0, except for uses requiring identifiable 

physician EMR Data and for disclosures of EMR Data for Research or commercial purposes. In these 

instances, NLCHI will be required to obtain approval from the EMR Management Committee (See Table 

1 in section 7.0 for details on approvals required for disclosure and use of EMR Data). 

 

The RHAs may use EMR Data from the RHA’s EMR instance for similar Secondary Uses consistent with this 

Information Management Framework and the approval process in section 7.0, where required. As noted 

in section 1.2, the RHAs will implement policies and procedures consistent with the Information 

Management Framework in conjunction with the RHA EMR Committee. These policies and procedures 

will be reviewed by the EMR Management Committee. If the RHA does not adopt its own policies for the 

Secondary Use of EMR Data they will follow NLCHI’s EMR Data policies and procedures. Once the RHAs 
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have these policies and procedures reviewed by the EMR Management Committee the Secondary Uses 

outlined in this Information Management Framework are exempt from the approval processes noted in 

section 7.0, except for the disclosures of EMR Data for Research or commercial purposes. The RHAs will 

be required to obtain approval from the EMR Management Committee (See Table 1 in section 7.0 for 

details on approvals required for disclosure and use of EMR Data). 

 

 

5.1 EMR Data Elements for Secondary Use 

EMR Data elements that are used or disclosed for Secondary Uses by NLCHI must be approved by the EMR 

Management Committee, following recommendations from the Data Governance Advisory Committee. 

The EMR Data elements that will be considered by the EMR Management Committee include select data 

elements from the Pan-Canadian Primary Health Care Electronic Medical Record Content Standards 

developed by CIHI as well as other data elements identified by the Data Governance Advisory Committee, 

DHCS, NLCHI, and the RHAs. The list of data elements may change over time. 

 

An up to date list of all data elements used for Secondary Uses will be maintained and published on the 

eDOCSNL website www.edocsnl.ca. 

 

5.2 Preparing EMR Data for Secondary Use 

EMR Data is transferred from TELUS’s secure data centre to NLCHI’s secure data environment. This secure 

environment allows for controls on role-based access, and the restricted access can be set at the data 

field level. Once received by NLCHI, EMR Data used for Secondary Use will be de-identified prior to use or 

disclosure in accordance with NLCHI’s Data De-Identification and Re-Identification Procedure, attached in 

Appendix A). Identifiable data will only be used and disclosed in accordance with the uses approved under 

this Information Management Framework and in accordance with legislation. 

 

The RHAs, physicians and others may access EMR Data extracts held by NLCHI provided such access is 

consistent with the uses approved under this Information Management Framework. 

 

5.3 Secondary Use Activities 

Secondary Use refers to the use of data for a purpose other than patient care. Health system planning and 

management; health policy development; public health surveillance; quality improvement; Research; and 

clinical practice and program management are considered Secondary Uses. In addition to PHIA, Secondary 

Use of EMR Data will occur in accordance the Centre for Health Information Act, 2018 and other 

legislation, the MOU, the Agreements, NLCHI and RHA policies and procedures, and the Information 

Management Framework parameters established in section 7.0. 

 

The examples in Appendix B which do not require specific approval from the Management Committee are 

not exhaustive; however, the Secondary Uses must be consistent with the nature and scope of this 

Information Management Framework, or they require specific approval by the EMR Management 

Committee. 

 

The examples in Appendix C that require separate approval from the Management Committee are not 

exhaustive. 
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5.3.1 Health System Planning, Management, and Health Policy Development 

EMR Data will be used to inform health system planning, management, and health policy 

development initiatives. These types of initiatives assess the health needs of a geographic area or 

population in an effort to determine how these needs can be met. 

 

5.3.2 Public Health Surveillance 

The EMR has the potential to improve the accuracy, completeness, and timeliness of public health 

surveillance and reporting. Information produced from EMR Data can assist in understanding 

disease transmission and determining disease-related risk factors. As a result, EMR Data will be 

used to inform public health surveillance initiatives. 

 

5.3.3 Quality Improvement 

EMR Data will be used to support quality improvement initiatives. These initiatives require 

information on patient populations, their health care needs, what services are available, and how 

patients are utilizing these services to measure and report on quality of care and patient 

outcomes. 

 

5.3.4 Research 

EMR Data represent a rich data source for Researchers. Requests to access EMR Data for Research 

purposes will be processed through NLCHI and RHA approval processes and will require approval 

from the EMR Management Committee. 

 

5.3.5 Clinical Practice and Program Management 

EMR Data will be used to inform clinical practice and program management. 
 

5.3.6 Required by Legislation 

EMR Data may be used to meet legislative requirements. Mandatory disclosures required under 

legislation (e.g., Medical Act, Prescription Monitoring Act, etc.) will not be subject to EMR 

Management Committee approval. Other mandatory disclosures, such as Information Network 

Disclosures and Registry Disclosures, will occur after consultation with the EMR Management 

Committee. 

 

PHIA S.39(4)(c) allows for the mandatory disclosure of personal health information to or via an 

information network designated in the regulations. In addition, S.39(4)(d) allows for the 

mandatory disclosure of personal health information to a Custodian designated in the regulations 

who compiles or maintains a registry of personal health information for purposes of facilitating or 

improving the provision of health care or that relates to the storage or donation of body parts or 

bodily functions. 

 

Eastern Health is the Custodian of the Cancer Care Registry and NLCHI is the Custodian of the 

Chronic Disease Registry. Both registries will require EMR Data for the purposes of facilitating or 

improving the provision of health care. 

 

Best efforts will be made to notify the EMR Management Committee in advance of, or if prior 

notification is impossible at the time of, the use of EMR Data for mandatory legislative 
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requirements that monitor or evaluate individually-identifiable patients, physicians or other 

healthcare providers that has not previously been documented in this Information Management 

Framework. Where prior or simultaneous disclosure is impossible, NLCHI or the RHA shall notify 

the EMR Management Committee within two business days. 

 

5.4 Restrictions on the use of EMR Data 

Identifiers related to patients, health professionals, and others may be used when linking data sets. The 

data must be de-identified and any key that may potentially re-identify an individual is held securely by a 

designated official within NLCHI who does not have access to the coded data set. If identifiable EMR Data 

is required to meet legislative purposes noted in section 5.3.6, best efforts will be made to notify the EMR 

Management Committee in advance of, or if prior notification is impossible at the time of, the use or 

disclosure as outlined in section 7.0. Where prior or simultaneous disclosure is impossible, NLCHI or the 

RHA shall notify the EMR Management Committee within two business days. 

 

6.0 REPORTING OF SECONDARY USE OF EMR DATA 
 

NLCHI and the RHAs will report semi-annually to the EMR Management Committee on the Secondary Use 

of EMR Data in their custody. The EMR Management Committee has an approved standard reporting 

template for use by NLCHI and the RHA, included in Appendix D. 

 

7.0 Approval Process 
 

The type of approval required for use and disclosure of EMR Data will depend on the type of EMR Data 

being used and disclosed and the type of requestor. Table 1 presents the approvals required for the use 

and disclosure of EMR Data. For most uses and disclosures described in sections 4.0 and 5.0, further 

approval by the EMR Management Committee will not be required (e.g., patient care and certain 

Secondary Uses). Instances where approval from the EMR Management Committee is required include 

uses and disclosures of EMR Data for Research and/or commercial purposes, and uses and disclosures by 

NLCHI that require identifiable individual physician information. However, if a FFS physician consents to 

or requests that NLCHI, an RHA, or the Minister of Health and Community Services use their identifiable 

data for a specific purpose, EMR Management Committee approval will not be required. 

 

Table 1: Approvals Required for Use and Disclosure of EMR Data 

 

Type of EMR Data 

User 

Type of Use and Disclosure Approval Required 

Health Care 

Professionals and 

Providers 

Primary use within the Circle of Care 
(Direct Patient Care) 

No approvals required; permitted in 
accordance with PHIA. 

Disclosures to HEALTHe NL to support 

patient care 

EMR Management Committee will 

approve a list of data elements disclosed 

to HEALTHe NL from FFS physician’s EMRs. 

NLCHI and RHAs 

(when using De- 

identified EMR 

Data). 

Health System Planning and Management EMR Management Committee approval 

when NLCHI or the RHA does not have 

policies reviewed by the EMR 

Management Committee, except when the 

Health Policy Development 

Public Health Surveillance 
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 Quality Improvement disclosure is mandatory and required 

under legislation. EMR Data will be used 

and disclosed in accordance with PHIA S. 

34(c), (d), (j) and (m) and PHIA S. 39(1)(d), 

(e) and (h) and the Centre for Health 

information Act S. 4(1). 

Clinical Practice and Program Management 

NLCHI and RHAs 

(when using 

identifiable 

physician EMR 

Data). The RHAs 

are exempt if they 

have policies for 

Secondary Use 

that are consistent 

with this 

framework, 

including policies 

on the collection 

of physician 

consent, and that 

have been 

reviewed by the 

EMR Management 

Committee,. 

Health System Planning and Management Approval from the EMR Management 

Committee. 

 

EMR Data will be used and disclosed in 

accordance with PHIA S. 34(c), (d), (j) and 

(m) and PHIA S. 39(1)(d), (e) and (h) and 

the Centre for Health information Act S. 

4(1). 

Health Policy Development 

Public Health Surveillance 

Quality Improvement 

Clinical Practice and Program Management 

Disclosures to HEALTHe NL to support 

patient care 

EMR Management Committee will 

approve a list of data elements disclosed 

to HEALTHe NL from FFS physician’s EMRs. 

NLCHI and RHAs Mandatory disclosures required under 

legislation (e.g., Medical Act, Prescription 

Monitoring Act, etc.). 

No approvals required. Best efforts will be 

made to notify the EMR Management 

Committee in advance of, or if prior 

notification is impossible at the time of, 

the use or disclosure. Where prior or 

simultaneous disclosure is impossible, 

NLCHI or the RHA shall notify the EMR 

Management Committee within two 

business days. 

Custodian 

designated in the 

PHIA regulations 

Information Network Disclosures and 

Registry Disclosures 

No approvals required since this type of 

disclosure is a mandatory disclosure under 

PHIA S.39(4)(c) and S.39(4)(d). DHCS will 

make best efforts to take the advice of the 

EMR Management Committee on the EMR 

Data elements to be disclosed. 

Any User Research Approval from the EMR Management 

Committee is required. 

Memorial 

University (when 

acting as an agent 

Health System Planning Approval from the EMR Management 

Committee is required. 
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of a Custodian and 

requiring 

identifiable 

physician EMR 

Data) 

  

Any User Commercial Approval from the EMR Management 

Committee is required. 

 

 

Each Custodian using EMR Data for Secondary Uses that was collected by another Custodian must have a 

documented process for approving all uses and disclosures. 

 

7.1 NLCHI Approval Process 

Requests for EMR Data will be processed and reviewed by NLCHI’s Secondary Uses Committee and in 

accordance with NLCHI’s Secondary Uses Review and Approval procedure. Details of the NLCHI approval 

process are documented in Appendix E. 

 

7.2 HREB Approval Process 

All health Research being conducted in Newfoundland and Labrador must be reviewed and approved by 

the provincial Health Research Ethics Board (HREB). The HREB is established through legislation (the 

Health Research Ethics Authority Act) by the Health Research Ethics Authority (HREA). The HREA also has 

the ability to approve other research ethics bodies to review health research in the province. Currently, 

the HREB is the only REB that reviews Secondary Use of data for health research. 

 

Most Secondary Use health Research is considered minimal risk Research. Where Research projects are 

considered to be of minimal risk, in accordance with the Tri-Council Policy Statement: Ethical Conduct for 

Research Involving Humans (TCPS2), the application may be sent for delegated review. The HREB chair 

will invite one or more current or past members of the HREB to provide delegated review for that 

application. The decision of this delegated review is provided to the HREB-Non Clinical Trial subcommittee 

at the next full board meeting. 

 

7.3 RHA Approval Process 

Requests for EMR Data for Research purposes carried out by, or on behalf of the RHA will be reviewed by 

the respective RHA Research Review Committee. These committees examine applications for Research 

that require the use of its facilities, staff time, health records or other data, and/or services and programs 

that effect its operations. The application is reviewed with attention to resource utilization and impact on 

the organization, issues of stewardship of biologic samples and protection of patient/employee privacy 

and confidentiality. All RHAs approved Research also requires HREB approval, the respective 

organizational approval, and approval from the EMR Management Committee prior to disclosing EMR 

Data for Research purposes to a third party. 

 

7.4 EMR Management Committee Approval Process 

Requests that will require approval from the EMR Management Committee include uses and disclosures 

for Research and/or commercial purposes, and uses and disclosures by NLCHI that require identifiable 
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individual physician information. However, if a FFS physician consents to NLCHI using their identifiable 

data for a specific purpose, EMR Management Committee approval will not be required. 

 

The process of obtaining approval from the EMR Management Committee is as follows: 

1) Requests for EMR Data that require approval from the EMR Management Committee will be 

processed and reviewed by NLCHI or the RHAs in accordance with these organization’s policies 

and procedures. 

2) Once a request has been processed by NLCHI or an RHA, and have obtained HREB approval where 

applicable, a summary of the application and recommendation for approval is then presented to 

the EMR Data Governance Advisory Committee. 

3) The EMR Data Governance Advisory Committee will make a recommendation for approval; 

approval with conditions; or rejection to the EMR Management Committee. 

4) The EMR Management Committee will provide review and provide a final decision. If a request is 

approved by the EMR Management Committee, the committee can decide to provide approval 

for additional requests that are similar in nature. This would apply to on-going initiatives that 

would require EMR Data elements and time periods for Secondary Use that are similar to the 

originally approved request. 

5) Upon receipt of all required approvals, the requestor will enter into an agreement outlining the 

conditions of data access with NLCHI or an RHA, depending on which organization will be 

disclosing the data. 

 

Uses and disclosures of EMR Data for commercial or Research purposes or activities that involve 

individually-identifiable physician information requires separate EMR Management Committee approval. 

 

 

7.5 EMR Management Committee Appearance 

An organization or person whose request for EMR Data is not approved by the Data Governance Advisory 

Committee may make a short presentation to the EMR Management Committee when the Committee 

considers the recommendation of the Data Governance Advisory Committee. A decision of the EMR 

Management Committee that is not unanimous may be appealed to the EMR Executive Committee. 

 

 

8.0 CONCLUSIONS 
 

This Information Management Framework provides direction to Custodians of EMR Data which is 

collected, used, disclosed, stored, and retained for patient care and Secondary Uses, as part of eDOCSNL. 

The EMR Management Committee is responsible for ensuring the protection of personal health 

information throughout all stages of the EMR program. 

 

All physicians and RHAs can be assured that NLCHI and others who receive EMR Data from them are using 

it in accordance with PHIA and under the oversight of the EMR Management Committee. This Information 

Management Framework establishes rules to be followed by any Custodian or entity in Newfoundland 

and Labrador using EMR Data for Secondary Uses. These are: 
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 EMR Data disclosures may only be done with a data sharing agreement that details the use and 

disclosure requirements of the recipient and references the eDOCSNL Information Management 

Framework. 

 

 Each person or organization who uses EMR Data for Secondary Use must have policies and 

procedures in place that are compliant with the Personal Health Information Act and consistent 

with this Information Management Framework. 

 

 Any Custodian, including Fee for Service Physicians, who uses personal health information for 

direct patient care and Secondary Uses must have policies and practices that clearly delineate 

the two roles under taken by the Custodian. 

 

 An up to date list of all data elements used for Secondary Use will be maintained and published 

on the eDOCSNL website www.edocsnl.ca. 

 

 Best efforts will be made to notify the EMR Management Committee in advance of, or if prior 

notification is impossible at the time of, the use of EMR Data for mandatory legislative 

requirements that monitor or evaluate individual patients, physicians or other healthcare 

providers that has not previously been documented in this Information Management 

Framework or policy of the EMR Management Committee. Where prior or simultaneous 

disclosure is impossible, NLCHI or the RHA shall notify the EMR Management Committee 

within two business days. 

 

 Each Custodian using EMR Data for Secondary Uses that was collected by another Custodian 

must have a documented process for approving all uses and disclosures. 

 

 Uses and disclosures of EMR Data for commercial or Research purposes or activities that involve 

identifiable-physician information requires Management Committee approval, unless 

previously approved in this Information Management Framework. 
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Appendix A: NLCHI’s Data De-identification and Re-identification Procedure 

 
1. Background and Current Status 

 

Through the recent Data Lab Project, a more robust process of de-identification and de-identified record 

linkage was created which utilizes a new and more effective privacy-protective patient ID (i.e., 

W_PAT_ID). Based on the provincial Client Registry unique identifier logic, the W_PAT_ID is generated 

and used within the data warehouse (DW) as well as the internal analytic environment (NIMS) at the 

Centre. For NIMS data holdings, the W_PAT_ID is applied via a Linkage Key which is a SAS file that is 

generated from the DW and stored for de-identified record linkage purposes in NIMS. 

 

For most Secondary Uses of the Centre’s data holdings1, personal identifiers are not required. Rather, it 

is preferable to minimize exposure of such identifiers by having direct and indirect identifiers removed, 

to the extent possible, and replaced by a randomly assigned unique identifier that enables use and 

linkage of an individual’s records across disparate datasets in a privacy-protective manner. All data 

holdings1 managed by the Centre that contain personally identifiable or other sensitive information are 

stored securely in the Centre’s Data Lab environment, and de-identified there for Secondary Use. 

Data holdings1 that are used frequently and for multiple purposes are typically stored in the Data 

Warehouse environment; data that tends to be project- or use-specific is typically stored and managed 

in the NIMS environment. These environments are linked so that linkage of files in both environments is 

possible. The Centre’s De-identification process involves two levels of de-identification, one for internal 

users on one for external users. 

 

2. Level 1 De-identification 

 

2.1 Data Warehouse (DW) De-identification (Level 1 De-identification) 

 

All data holdings flowing into the DW are assessed and modeled to fit with the structure of the DW. All 

files with personal identifiers are mapped to the Master Patient table which holds all identifiers 

associated with a unique person in a single record. Access to identifiable information in the Master 

Patient table is based on assignment of a user to a specific user group and limited to only Centre staff 

who need access to this information to perform their work duties. All individuals in a group have access 

to the same data; assignment to a user group involves a process of application, assessment and 

approval. Identifiable information is visible only to those user groups with approved access. 

 

2.2 NIMS De-identification (Level 1 De-identification) 

 

Similarly, access to identifiable information managed in NIMs is based on user group assignment and 

limited to only Centre staff who need access to this information to perform their work duties. Only those 

with approved access can see identifiable information. All other access involves de-identified data 

holdings only. The new Linkage Key generated from the DW is updated weekly in the NIMS environment 

and applied to all files managed in the NIMS that have been flagged for de-identification. Using the new 

Linkage Key, an identifiable patient record is assigned a W_PAT_ID that is used to link patient records 
 

1 Data Holdings include any databases and/or datasets acquired and/or created by the Centre for analytical, 

evaluation or research purposes. (Policy IM-05 “Information Management”) 
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across datasets, in place of the patient’s health care number. The Linkage Key can accommodate 

instances where a patient has been issued multiple health care numbers and used variously across the 

spectrum of health care services in the province. All health care numbers associated with a 

patient (including those issued by other jurisdictions) are consolidated into a single W_PAT_ID, resulting 

in more effective linkage of patient records. 

 

Following replacement of patients’ health care numbers with W_PAT_ID in NIMS datasets, all direct 

identifiers (as prescribed by the Safe Harbor method and in consultation with dataset business owners), 

including health care numbers, are then stripped from the record. The result is a 

pseudonymized NIMS dataset that is linkable with other datasets stored in NIMS or the DW. 

 

3. Level 2 De-identification 

 

3.1 NIMS De-identification (Level 2 De-identification) 

Datasets that are made available to external requestors have another layer of de-identification applied 

to a prepared data set before it is made available outside the Centre’s internal DW and NIMS 

environments (i.e., the Research and Evaluation environment). For each dataset prepared for an 

external audience, the W_PAT_ID is removed and replaced with a new unique study key that is not used 

with any other dataset. As such, the dataset cannot be reasonably linked to any other existing dataset as 

there is no common identifier available across files. 

 

Figure 1. Dataset acquisition and de-identification within DW and NIMS2. 

 
 

 

 

 

2 Some data sets may come into NIMS directly in addition to DW data acquisition. 
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Appendix B: Examples of Secondary Use Activities that do not require Separate 

Approval 

 
This Appendix lists examples of the approved uses and disclosures of EMR Data that do not require 

specific EMR Management Committee approval when the user has policies that have been reviewed by 

the EMR Management Committee. 

 

1) Health System Planning, Management, and Health Policy Development 

 

Examples of health system planning, management, and health policy development include but are not 

limited to: 

 

Describing Patient Populations and Health Care Needs 

To effectively plan, deliver, and manage health services, information about the patient population and 

the health status of the population is required. Examples of the type of information produced to support 

this type of activity includes the following: 

 Demographic information such as the number of patients residing in a geographic area and their 

age structure; 

 Immunization information; 

 Types and incidence of chronic disease; 

 Management of chronic disease (e.g., blood pressure testing, smoking cessation/healthy 

eating/physical activity advice, foot exams for individuals with diabetes, etc.), and; 

 Cancer screening. 

 

Describing Availability and Location of Health Care Services 

For most patients, family physicians are the first point of contact for obtaining health care services. 

Therefore, an understanding of what health services are currently available is important to identify gaps 

in services available to patients. Examples of the type of information produced to support this type of 

activity includes the following: 

 Number of patients who have a regular provider; 

 The types of patients without a regular provider; 

 Other characteristics that describe access to primary care services in communities and regions of 

the province, and among target populations; 

 The locations services are provided, and 

 Number of referrals to selected healthy living/self-management programs and services. 

 

Describing Health Service Utilization 

Patient’s interactions with the health care system generates demographic, utilization and clinical 

information. Analyzing health service utilization data reveals important information that is used to inform 

individual care decisions, and broader health system planning, management, and health policy 

development. Current health service utilization patterns can also be used to predict future health service 

utilization. This information can be used to inform health system design and resource allocation. Examples 

of the type of information produced to support this type of activity includes the following: 

 Number and frequency of physician visits; 
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 Number of repeat visits; 

 Number of patients who do not keep their appointments; 

 Cancellation rates, and; 

 Number of patients seeing multiple providers. 

 

Producing Information to Inform Potential Interventions 

Information about patient populations, their health care needs, what services are available, and how 

patients are utilizing these services can be used to inform potential interventions. For example, this type 

of information could be used to determine whether new services, or a walk-in clinic are needed in a certain 

geographic area. 

 

Evaluating and Monitoring Programs and Services 

Once an intervention is implemented, evaluation and monitoring is required to determine if the health 

system change is meeting the needs of the patient population. Health service utilization and patient 

outcomes pre and post implementation of the intervention would need to be assessed. Examples of the 

type of information produced to support this type of activity includes the following: 

 Patient populations; 

 Patient health care needs; 

 What services are available, and; 

 How patients are utilizing these services to measure and report on health system performance. 

 

2) Public Health Surveillance 
 

Identifying and Reporting of Immunizations 

EMR Data will be used to report the number of publicly funded vaccines that are administered by 

physicians. 

 

3) Quality Improvement 
 

Evaluate and Monitor Quality of Care and Patient Outcomes 

Information required for monitoring quality of care and patient outcomes includes the following: 

 Number of physician visits; 

 Number of repeat visits; 

 Number of patients that do not keep their appointments; 

 Cancellation rates, and; 

 Number of patients seeing multiple providers; 

 Type of treatment provided for various conditions; 

 Reduction in blood pressure in patients with hypertension, and; 

 Wait times for health care services. 

 

Data Quality Initiatives 

EMR Data will also be used to support data quality and standardization processes related to datasets used 

and maintained by NLCHI and the RHAs. 
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Appendix C: Examples of Secondary Use Activities that Require Separate 

Approval or Consent 

 
1)  Health System Planning, Management, and Health Policy Development 

 

Producing Information to Support the Family Practice Renewal Program when individual physician 

information is used 

 

The Family Practice Renewal Program (FPRP) was established in late 2015, through a MOA between the 

NLMA and the Department of Health and Community Services. There are three core initiatives within the 

program: 

 Family Practice Networks: These networks will provide a structure and mechanism through which 

physician groups will have the opportunity to address common practice needs, as well as local 

population health needs, in collaboration with their RHAs; 

 Fee Code Program: This program is designed to achieve patient, physician, and health system 

benefits such as comprehensive care, collaboration with other providers, and improvements in 

patient access; and 

 Practice Improvement Program: This program will provide physician practices with education and 

support for clinical and workflow issues. 

 

NLCHI will be working with the FPRP to evaluate this initiative. Information will be produced to inform 

decisions related to program design, plans for sustainability, decisions regarding spread of innovations, 

programs and concepts that are working, and to demonstrate accountability for achieving intended 

outcomes. To complete this evaluation, with the approval of the FPRP Management Committee, NLCHI 

will link FPRP program data to EMR Data for analysis of program uptake and to assess other evaluation 

issues. Analysis and disclosure related to FPRP will, consistent with other Secondary Uses above, use De- 

Identified data and will not be used for monitoring or auditing the activity of individual physicians, except 

when related to the FPRP and with the physician’s express consent. 

 

2)  Clinical Practice and Program Management 

 

Physician Performance and Benchmarking 

Choosing Wisely Newfoundland and Labrador (CWNL) launched in October 2016 and is coordinated by 

the Translational and Personalized Medicine Initiative (TPMI) at Memorial University. CWNL works in 

partnership with the RHAs, NLCHI, NLMA and the Patient Advisory Council (NL SUPPORT). CWNL also 

works in partnership with Choosing Wisely Canada in implementing their practice recommendations. 

CWNL will take various practice recommendations from Choosing Wisely Canada and implement change 

strategies which involve physician awareness and education on test ordering or prescribing patterns. To 

achieve this goal, CWNL will require the following identifiable physician information: 

 Types of tests individual providers are ordering; 

 Medications individual providers are prescribing, and; 

 Frequency of test ordering and prescribing patterns. 
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Patient information will be de-identified, and providers will only have access to their own practice data. 

Identifiable physician data disclosed for these purposes will require EMR Management Committee 

approval. 

 

NLCHI will also use EMR Data to provide physician dashboards. Patient data would be aggregated and 

various indicators would be included on these dashboards to provide individual physicians with an easy- 

to-interpret visual displays of their patient information. The ability to trend indicator results over time, 

and compare with peers and guidelines would also be available. Examples of the type of information 

needed to achieve this goal include the following: 

 Individual physician’s patient population; 

 Patient health status; 

 Test ordering, and; 

 Prescribing practices. 

The end user of physician dashboards is for the benefit of individual physicians. The data used to produce 

these dashboards is not available to any other user or organization, or for any other purpose or disclosure, 

unless specifically approved by the EMR Management Committee. 

 

Meaningful Use 

NLCHI will also use EMR Data to determine what components of the EMR are used by physicians as a 

group or by individual physicians with the physician’s consent. EMR practice advisors will use this 

information to improve the meaningful use of the EMR by the physician. The end use of this information 

is for the benefit of individual physicians and practices. The information is not available to any other user 

or organization, or for any other purpose or disclosure, unless specifically approved by the Management 

Committee. 

 

Clinical Decision Support Triggers 

NLCHI will use EMR Data to create clinical decision support triggers for the purpose of supporting clinician 

decision making during the process of providing patient care. Examples of clinical decision support triggers 

include the following: 

 Preventive care reminders (e.g., immunizations, cancer screening, etc.); 

 Program referral eligibility (e.g., diabetes collaborative, remote patient monitoring, smoking 

cessation, etc.), and; 

 Chronic disease management (e.g., blood glucose and blood pressure monitoring, etc.). 

 

The end use of this information is for the benefit of individual physicians and practices. The information 

is not available to any other user or organization, or for any other purpose or disclosure, unless specifically 

approved by the Management Committee. 
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Appendix D: Template for Reporting Use and Disclosures of EMR Data 
 

 
 

Type of 

Activity 

Category of 

Secondary Use 

Project Title Type of EMR 

Data 

EMR Management 

Committee 

Approval 

Use Health System 

Planning 

 De-identified Not Required 

Disclosure Research  De-identified Approved 
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Appendix E: NLCHI Approval Process 

 

NLCHI’s Secondary Uses Review and Approval procedure establishes requirements for the uses and 

disclosures of record-level data, including identifiable and De-identified Data, by the NLCHI. Requests to 

access record-level data are received by NLCHI’s Information Request Coordinator (IRC). A consultation 

meeting is usually arranged where the requestor and various subject matter experts meet to discuss the 

details of the request. 

 

Once all required documents are received (i.e., final application, HREB application and approval if 

required), the Secondary Uses Committee chair determines the type of review required, including where 

approval by the EMR Management Committee is required (i.e., full committee/expedited). Applications 

requiring full review are reviewed by the Secondary Uses Committee. Applications deemed appropriate 

for expedited review are reviewed only by the chair of the Secondary Uses Committee. 

 

Following review of the application and supporting documents, the VP Data and Information Services is 

briefed on the application and a recommendation is made by the Secondary Uses Committee chair to 

NLCHI's VP responsible for privacy regarding application approval. If approved, an approval letter is 

provided to the requestor, signed by the VP responsible for privacy, and includes terms and conditions of 

use. The requestor is asked to sign to accept the terms and conditions and return a signed copy of the 

letter to NLCHI. Upon receipt of all required approvals, NLCHI and the requestor enter into a service 

agreement. This agreement refers to the terms and conditions of use specified in the approval letter and 

includes additional statements related to use of the data, data transfer, confidentiality and intellectual 

property associated with the data. 



 

  

Appendix “C”: Professional Services Agreement 
 
  

























































































Per MD and/or NP
Includes the following 
services: 
• Project

Management
• Clinic Readiness

Assessment
• Pre�lmplementation

Training
• Implementation
• Day 11 

2 & 3 Training
• Post

Implementation
Training

Per MD and/or NP 

Per Allied Health 

Professional 

Disaster Recovery 

$199 per month 

$145 per month 

1-2 Doctor Clinics
3-5 Doctor Clinics
6-10 Doctor Clinics
11 or more Doctor Clinics 
Walk-In Clinks 

Included in user subscription fee 
Included In user subscription fee 

$299.99 
$399,99 
$499,99 
$199.00 

Invoiced and paid monthly 
based on number of MD/NP 
implemented and trained In the 
preceding month 

Invoiced and paid monthly 
based on number of MD/NP 
implemented and trained in the 
preceding month 

Invoiced and paid monthly 
based on number of MD/NP 
Implemented and trained in the 
preceding month 

of users 
trained in the 





Schedule D - Service Level Agreements 

1 Objective 

This Schedule defines the service levels for the services to be provided by the Contractor to NLCHI. This 
Schedule is subject to a Normalization Period. The EMR Normalization Period will start at the go-live date 
for 30 days. 

During this period the Contractor will use reasonable commercial efforts to meet the service levels. 

1.1 Definitions 

Centre Level 1 Means the Centre Level 1 Service Desk provided by NLCHI or its designated 
Service Desk representatives that will respond to calls from their end users and that will be 

responsible for notifying the TELUS Service Desk of an Incident or Service Inquiry 
related to the Services. 

Contractor Means the Service Desk staffed by the Contractor that will respond to the NLCHI 
Service Desk Service Desks, assign a severity level to NLCHl's Incidents and Service Inquiries and 

that will be responsible for call tracking, notification and escalation available to NLCHI 
in accordance with this Schedule. 

Contractor - Means that the Contractor Service Desk will provide the first point of contact to the 
Tier 1 Centre Level 1 Service Desk for the management of Incident Recovery and Service 

Inquiries related to the EMR Services. 

Normalization Means the period ranging from the first day of the full implementation of the EMR 
Period Services for each Authorized User implementation (once the Authorized User is 

utilizing the services) extending thirty days (30) 

2 Service Levels 

2.1 Application Availability 

The EMR Solution will be available 99.9% of the time on a monthly basis, averaged over each month and over 
all Authorized Users. 

Are excluded from the above calculation: 

Regular maintenance windows; 

Emergency maintenance occurring during regular maintenance windows; and 

Any circumstances beyond the Contractor's control, including without limitation, interruption or failure 
of telecommunication or digital transmission links, delays or failures due to an internet service 
provider, hostile network attacks, force majeure, network congestion and third party 
software/hardware. 

Items in Section 3.4 below. 

















• "No Trouble Found" events; Authorized User or Center reported problems that cannot be duplicated or
verified.

• Regularly scheduled disaster recovery activities.
• 3'• party interfaces not included as part of the projects under this Agreement
• Clinic hardware technical issues and any possible viruses or malware infection affecting the

performance and access to the Med Access EMR.

4. Incident Reporting

In the event of a Pl - Urgent incident, the Contractor shall prepare and submit a report for each incident. 

The Contractor shall use reasonable commercial efforts to submit within 2 business days following incident recovery, 
including the following information: 
• Detailed synopsis of events from inception to recovery;

• Chronology of events;

• Root cause analysis *

• Follow up actions to mitigate against recurrence;

• Ancillary details will also be included, such as ticket number and duration of the incident.

* If the root cause is not found within the timeframe, an updated incident report can be provided within 48 hours of
root cause discovery. It is expected that NLCHI assign necessary resources to work with the Contractor during the
incident recovery for the NLCHI applications and subsequent root cause analysis.

5. Service Level Reporting

The Contractor will prepare monthly service summary reports for NLCHI to provide information on performance as 
well as operation metrics. 

The content of the report will be mutually agreed between NLCHI and the Contractor, These reports will be made available 
to NLCHI by the 10th business day of the following month. 

6. Performance Reporting

The Parties acknowledge the importance of performance ancl latency as it relates to the Med Access EMR. Following the 
execution of the Agreement, the Parties shall work together to establish a framework by which Important performance 
and latency baseline metrics can be identified, scoped and measured. The Parties acknowledge the importance of clearly 
identifying the various types of interaction against which performance can be measured as well as extraneous factors that 
can affect performance. The Parties will evidence the results of such exercise in a written amendment to this Schedule D 
agreed to by both Parties. 















































































































































































Appendix “D”: eDOCSNL Privacy and Security Resources 

https://edocsnl.ca/privacy-and-security/ 

https://edocsnl.ca/privacy-and-security/


Appendix “E”: EMR Vendor Information Management Statement 
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