
 

Securing your Mobile Devices Checklist 
 

 Ensure all mobile devices are password protected using strong passwords. 

 Set devices to automatically lock after five to 15 minutes of inactivity. 

 Configure devices to automatically wipe after 10 failed login attempts. 

 Enable encryption on your mobile device to protect against unauthorized access to your data. 

 Enable remote wipe on mobile devices to force a device to delete its contents in the event the 
device is lost or stolen. 

 Use secure wireless network connections to prevent unauthorized access to the information you 
send and receive across networks. 

 Enable automatic update services to ensure that your mobile devices stay current with security 
updates, device drivers, service packs and application updates.  

 Ensure your mobile devices have anti-virus, malware and spyware software installed and enabled. 

 
 Only install applications from trusted sources.  Avoid downloading free software and applications 

from the Internet without a high level of assurance that the product is safe and contains no 
adware, spyware, or viruses. 
 

 Ensure your mobile devices are securely stored when not in use or when in use in remote 
locations. 

 


